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bill easing research access to ehealth 
data sparks privacy fears
Craig McInnes, Vancouver Sun | May 2, 2012
© The Vancouver Sun
Liberal MLA and former health minister Colin 
Hansen tried to get the spin going in the right 
direction in March with an opinion piece written for 
The Vancouver Sun.

The issue in turning electronic health records 
over to researchers is the opportunity to save 
dollars and lives, he argued, not invading personal 
privacy. Hansen enthused about the unique, largely 
untapped treasure trove of medical data that has been 
collected by successive provincial governments on 
“everything from hospital admissions to doctor visits 
and prescriptions filled by every pharmacist in the 
province.”

In the hands of medical researchers, that data has the 
potential to save millions of dollars and countless 
lives, he argues.

It’s a drum Hansen has been beating since 2002, 
when he was the first health minister in then-
premier Gordon Campbell’s Liberal government, 
when he spoke glowingly about the researchers who 
already had funding lined up to tap the data being 
gathered in PharmaNet, the provincial database 
that since the mid-’90s has connected all B.C. 
pharmacies. 

Liberal MLA Colin Hansen.  Photo: Glenn Baglo, PNG

For many of those researchers, it turned out to 
be a decade of frustration, however. While some 
important research has gone ahead, much has 
been thwarted by what Hansen calls misguided 
privacy concerns, including among officials within 
government.

What we didn’t know in March when Hansen 
proffered the piece to The Vancouver Sun was that it 
was in anticipation of Bill 35, legislation introduced 
last week that was primarily touted as a tool to 
knock down the cost of generic drugs but that also 

rewrites the rules for allowing access to personal 
health information for researchers. Now that they 
have seen the bill, privacy activists are reacting 
as Hansen anticipated they would, calling it an 
unprecedented assault on your right to control your 
own health information.

Vincent Gogolek, executive director of the B.C. 
Freedom of Information and Privacy Association, 
warns that a significant erosion of personal privacy is 
being pushed through the B.C. legislature without 
any provision for a public discussion of the issues 
involved.
 
He says that in some circumstances, Bill 35 gives 
the minister the unfettered right to disclose personal 
health care information. “What were sound 
protections are now being eroded,” he said in a 
phone interview.  “What were sound protections are 
now being eroded,” he said in a phone interview.

B.C.’s Information and Privacy Commissioner 
Elizabeth Denham has similar concerns. “In Bill 
35, I have a concern about the broad and unfo 
cused authority for the minister to collect and share 
personal health information under that act,” she said.

Denham said she would like to have seen privacy 
safeguards and the limits on what the data can 
be used for spelled out in the legislation, rather 
than depending on regulations that have yet to be 
published and that can be changed without going 
back to the legislature for debate. 1



What is curious about all of this is Hansen argues 
that changes of legislation aren’t really needed to 
get the research ball rolling. What was needed was 
a change of attitude by officials in various ministries 
who have responsibility for administering the data 
sets “They’re being overly cautious, let’s put it that 
way. And the result of that is that the process is 
way too time-consuming and frustrating for those 
responsible researchers who want to get access.”

As the kind of benefit that can be achieved, Hansen 
pointed to the recent study in which researchers at 
the University of B.C. looked at the prescription 
records of almost one million schoolchildren over an 
11-year period.

They discovered that younger children in a class are 
much more likely to be diagnosed with attention 
deficit and hyperactivity disorders, a significant 
finding that suggested doctors are medicalizing a 
normal range of childhood behaviour. That kind of a 
study is only possible with access to health databases.

Privacy advocates recognize the benefits, but want 
controls written into the legislation to ensure, among 
other things, that records must be modified so they 
can’t be traced to a known individual.

Hansen says sufficient safeguards are already in place 
to assure both the anonymity of records and to

privacy commissioner to health minister: whoa!

ensure they will only be released to responsible 
researchers. Gogolek says individuals should also have 
the right to specify that their records not be released 
even anonymously.

Since he left cabinet, Hansen says he’s had more time 
to push this issue. It’s not clear why the government 
didn’t make the time to consult with Denham and 
privacy advocates before bringing in Bill 35. The 
issues they raise don’t seem insurmountable and 
the benefit of making the databases available to 
researchers seems more than worth the extra effort it 
would have taken.

Article available through the Vancouver Sun.

Andrew MacLeod, The Tyee | May 3, 2012
© The Tyee

match savings Ontario has legislated on generic 
drugs, and immediate reaction and media reports 
focused on that aspect of the legislation.

Earlier this week The Tyee reported the Freedom 
of Information and Privacy advocacy group has 
concerns about parts of the bill that address how 
information about people’s drug prescriptions and 
health conditions can be shared.

Those concerns are echoed in Denham’s letter. 

Denham criticized in her letter sections of the bill 
that give the government powers that go beyond 
those set out in the Freedom of Information and 
Protection of Privacy Act.

“FIPPA... sets out a comprehensive regime for 
access to government information,” she wrote. “This 
increases the accountability and transparency of 
government by giving the public a right of access 
to records, subject to a carefully balanced set of 
exceptions.”

However Bill 35, the Pharmaceutical Services Act, 
“enumerates overly broad and permissive purposes 
for the collection, use, and disclosure of personal 
information that the ministry has neither focused nor 
targeted at a specific need.”

The broadest allows the government to use and 
disclose people’s personal information not only 
for reasons covered by the bill, but under other 
government laws as well, she said. “Extending use 
and disclosure beyond the administration of the Bill 
to the administration of any other enactment raises 
privacy concerns in that it allows the ministry to put 
personal information towards uses other than that for 
which it was originally provided by the individual.”

The bill also allows the government to add more uses 
of the data through regulations, which are publicly 
disclosed but not debated. “This regulation-making 
power is unnecessary and reduces the accountability 
of the ministry with respect to the protection of 
personal privacy,” Denham wrote.

British Columbia’s information and privacy 
commissioner, Elizabeth Denham, has written to 
Health Minister Michael de Jong with concerns 
about pharmaceutical legislation MLAs are debating.

“I have concerns about the reduced transparency of 
government’s decision-making and the infringement 
of personal privacy that will result from this Bill,” 
Denham wrote in the May 1 letter posted on her 
office’s website.

When he introduced the Pharmaceutical Services 
Act on April 24, de Jong said the bill was designed to 
provide a statutory framework for the PharmaCare 
program and to lower the price of generic drugs.

The New Democratic Party opposition had been 
pushing the government for two years to match 
savings Ontario has legislated on generic drugs, and 
immediate reaction and media reports focused on 
that aspect of the legislation. 2
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Elizabeth Denham, BC Privacy Commissioner 

The ministry already has extensive authority 
to collect, use and disclose information under 
FIPPA and “This existing authority should greatly 
reduce the need of the ministry to add further 
authorizations by regulation.”

Citizens will have more confidence that the 
government is protecting their personal information 
if the authorization is done within the laws and not 
through regulation or “overly broad” authorizations, 
she said.

Denham also took exception to section seven of the 
bill, which overrides FIPPA to allow the minister to 
refuse to make certain information public.

“It is in the public interest that decision-making 
processes about coverage of medications under 

PharmaCare be transparent,” she said. “These 
government decisions are critical to many individuals 
and the public should have the ability to access 
information as to why those decisions have been 
made, subject to the exceptions from disclosure 
permitted in FIPPA.”

She asked de Jong to remove that section and two 
others, and to amend another section. The long-
term solution may be to 
introduce a new legislative 
framework for the health 
sector rather than the 
“growing patchwork of 
health privacy provisions,” 
she said.

In his April 30 response to 
the bill, NDP health critic 
Mike Farnworth said his party is supportive of the 
legislation in general, but has questions about the 
sections on the collection, use and disclosure of 
personal information.

“I think we will want to spend some time on that, 
to look at it and make sure that issues of privacy have 
been recognized by the government,” he said. 
“There will be some questions around the 
regulations, how they’re going to be implemented 
and how they’re going to be carried through.”

“What we’re trying to do is capitalize on data 
collection that is anonymous,” said Minister de Jong. 
“Protecting individual privacy remains a hallmark 
and a fundamental priority.”

There are restrictions against marketing the 
information, and the ministry is interested in 
exploring what can be done with large, anonymous 
data sets that can provide information about society 
wide health trends, he said.

eHealth or FOI legislation, because “this enshrines 
PharmaCare,” he said.

“This is the bill that gives PharmaCare a statutory 
presence in British Columbia,” he said. “It seemed 
logical to establish some parameters around how the 
data that exists within PharmaCare can be used and 
how privacy can be protected... If it hadn’t been 
there, you’d be asking me why not.”

Section 7, which allows 
the minister to override 
the FOIPPA, is intended to 
protect information about 
how ministry officials make 
decisions on specific drugs, 
he said.

“You’ve got a group of 
people who are considering a matter that can 
involve at the end of the decisions vast sums of 
money, some of the drugs are very expensive,” he 
said. “You actually want them to be able to make 
notes to themselves and know they can have those 
deliberations and not be pressured or influenced 
as it relates to establishing the formulary or what’s 
going to be covered.” Drug companies have much 
money riding on the province’s decisions, he said. 
“It’s certainly designed to take account of the fact 
that the people making that decision will be under 
intense scrutiny from a lot of people, including some 
very powerful, well financed, multi-national drug 
companies who have a singular interest in ensuring 
their products are approved for coverage.”

He said he was unsure whether the act would also 
restrict investigations by the auditor general, who 
like other independent officers of the legislature is 
given “sweeping” powers through legislation.

The NDP’s Farnworth said he has lots of 

“What we’re trying to do is capitalize 
on data collection that is anonymous,” 
said Minister de Jong. “Protecting 
individual privacy remains a hallmark 
and a fundmental priority.”
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questions about how the act governs information 
sharing and he needs to hear more about the 
government’s thinking.

“The potential for the province is enormous in 
terms of research, in terms of value to the health care 
system,” he said. B.C. has prescribing records going 
back 40 years that would be one of the best troves of 
data in North America if not the world, he said.

But he added that it’s crucial that the government be 
extremely careful about what it does with people’s 
personal information. “It’s the history of their drug 
records,” he said. “That can tell you a lot about 
health issues they may have had or may currently 
have, and in the wrong hands that could be pretty 
potentially devastating.”

People may have illnesses like hepatitis, HIV or 
depression that they don’t want others to know 
about, he said.

“The act, the way we read it initially, and in part 
because so much of the act is to be determined by

regulation, gives the minister very broad scope and 
very broad power and that’s concerning,” Farnworth 
said.

If the regulations are focussed and provide greater 
protection of people’s personal information, that 
could be okay, but if the regulations are also broad, 
that’s a problem, he said. “The challenge is those 
regulations are made at the cabinet table, they’re not 
made in the house, they don’t come back to the 
house for approval. Once they’re proclaimed they’re 
proclaimed and that’s it.”

As the bill goes through the Legislature the NDP 
will put forward amendments if necessary and will 
seek the kind of information that could be useful to 
a judge if the act ever ends up subject to a court 
case, he said. “I would like to get as much on the 
record in the house as possible about the thinking 
and what their direction is on these regulations.”

Vincent Gogolek, the executive director of the 
Freedom of Information and Privacy Association
advocacy group, sees the legislation as making an

“information grab” that’s typical of the current 
government.

“This is part of a course of conduct by this 
government,” he said. “Make the big grab for 
unrestricted power over data, and try to cover up the 
fact they are making the big grab.”

The bill in front of the Legislature is far reaching, 
he said. “There is no way any rational person in 
government would look at Bill 35 and not realize it 
has huge effects for both privacy and transparency, as 
pointed out by the commissioner in her letter.”

The government does not appear to have informed 
Denham ahead of introducing the bill, he said. 
“That could not be anything but deliberate, which is 
extremely worrisome.”

Based on current trends, he said he expects more of 
these kinds of information grabs.

Article available through The Tyee 
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b.c. taken to task for failure to 
inform public
Stephen Hume, Vancouver Sun | June 3, 2012
© The Vancouver Sun
The provincial government routinely fails its 
legal duty to promptly inform citizens of risks to 
public health and safety, warn legal scholars at the 
University of Victoria.

Failures to disclose include air pollution, 
deteriorating infrastructure, parasite infestations, 
contaminated water and disease risk. Relevant 
information has been withheld from potential 
victims, scientists and the media - in some cases for 
almost a decade, says the university’s Environmental 
Law Clinic following a study of six cases across B.C.

On Tuesday, the group asked the province’s 
information and privacy commissioner for a full 
investigation into what it says appears to be “an 
ongoing system-wide failure” by government to 
disclose in timely fashion information with clear 
public safety implications.

The pattern needs to be addressed “before a 
catastrophe occurs,” it warned.

“Concerns about ‘panicking’ the public must not 
become an excuse for withholding information,” the 
call for investigation says. “In many cases, the fact 
that the information is alarming is precisely why it 
must be disclosed.”

The submission, filed on behalf of the B.C. Freedom 
of Information and Privacy Association, says that 
under provincial law, public bodies are required 
to act “without delay” in publicly disclosing 
information about any “risk of significant harm to 

the environment or to the health or safety of the 
public.”

This duty overrides any other provisions in the law 
and requires authorities to disclose even if there 
has been no specific request for information. But 
authorities appear to apply too narrow and restrictive 
an interpretation of what the act requires, the 
researchers say.

For example, the researchers found that despite 
numerous reports that a dam near Oliver in the 
Okanagan Valley was in danger of collapse, provincial 
authorities made no apparent effort to warn residents 
“despite knowing of the threat for decades.”

When the dam did collapse on June 13, 2010, it 
triggered a huge mudslide that destroyed houses, 
farmland and farm equipment, the submission says. 
“If the dam had collapsed at night when residents 
were asleep, some would likely have died,” it says the 
RCMP reported.

In September 2008, air samples taken in Prince 
George - including some near a children’s play area - 

indicated concentrations of formaldehyde, a known 
carcinogen, at three times the levels considered by 
Health Canada to be of concern to the health of the 
general population.

The province deemed the readings in error. 
However, it scheduled no new tests to see if this 
assumption was correct until early 2010, and it failed 
to draw public attention to the results or to possible 
health implications, the researchers report.

In 2002 and 2003, back-to-back collapses occurred 
in wild pink salmon populations migrating between 
Vancouver Island and the mainland. Concerns were 
raised that sea lice infestations around fish farm pens 
might play a role.

“The scientific community lacked important data 
on the abundance of sea lice at particular farms,” 
the researchers noted. But although the province 
held detailed records, it “refused to release the data, 
instead prioritizing the concerns of the aqua-culture 
industry that the data be kept confidential.”

Only eight years later, following a direct order 
from the office of the information and privacy 
commissioner, did the province eventually release the 
critical data to scientists investigating the role of sea 
lice in wild salmon losses in 2002 and 2003.

(story continues)

“...the researchers found that despite numerous reports that a 
dam near Oliver in the Okanagan Valley was in danger of collapse, 
provincial authorities made no apparent effort to warn residents 
‘despite knowing of the threat for decades.’”
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And in 2008, the researchers say, the BC Centre for 
Disease Control and the Provincial Health Services 
Authority are alleged to have failed to promptly 
disclose at least two pieces of critical information 
about tick-borne Lyme disease.

Lyme disease is thought to be relatively rare in B.C. 
and is difficult to diagnose. It is caused by a bacteria 
transmitted by tick bites. It can have grave effects if 
not properly treated, but its symptoms often mimic 
or are masked by those from other serious disorders, 
creating multiple identification and treatment 
problems for health professionals and patients.

The UVic researchers say a key study conducted 
in 2008 and 2009 found that a substantial portion 
of Lyme disease cases in B.C. go unreported to 
provincial health authorities by doctors, despite legal 
obligations to report.

That study suggested that actual Lyme disease 
cases could be up to 25 times more numerous than 
previous official estimates. The finding was not 
released until 2011.

And provincial health authorities waited a year 
before releasing another key study on chronic Lyme 
disease in 2010, the submission says.

That study found that testing and treatment in 
B.C. were poor, that the actual level of infection in 
B.C. was unknown and that most medical doctors 
lacked adequate knowledge about the disease and its 
prevalence.

These findings were not released until 2011 - and 
only then in response to a freedom of information 
request, the researchers say. 

“This information would have helped B.C. residents

Nitrates in drinking water are of particular con-
cern for infants and pregnant women because the 
compound impairs the ability of the blood to carry 
oxygen. Infants under six months, for example, can 
suffer “blue baby syndrome,” and the Saskatchewan 
government strongly advises nitrate testing for drink-
ing water in any households with infants, pregnant 
women or nursing mothers.

Yet in Cobble Hill, the legal researchers say, despite 
test results showing elevated levels of nitrates in some 
well water, the regional government “refuses to 
release well test data” even though the issue has been 
at the fore-front of a vigorous public debate in the 
community.

The regional government refused to disclose data 
even to one of its own environmental committees, 
the submission says, citing concern about negative 
impact upon property values.

“In each case, a public body was in possession of 
information that could have alerted an identifiable 
group of the public to a significant risk of harm,” 
the submission says of its research. “In each case, the 
public body chose not to disclose.

“If public bodies feel that they must refrain from 
disclosing information except in situations where a 
serious harm has become inevitable, we will lose one 
of the greatest benefits of proactive disclosure - the 
ability to take corrective action before harm occurs.”

(The study was done by Darryl Wightman, Emma 
Hume, Ethan Krindle and Carmen Gustafson.

Their research was supervised by Environmental Law 
Clinic legal director Calvin Sandborn.

Article available through the Vancouver Sun.

and doctors to educate themselves about the risks
posed by Lyme disease, empowered people to take 
preventive measures to reduce their risks of contract-
ing Lyme disease and contributed to an important 
discussion about changes to policy or law needed to 
grapple with the risks posed to public health,” the 
researchers wrote. 

But it’s not just the provincial government that is 
failing to inform the public of potential health or 
other risks despite obligations to do so, the legal 
researchers say.

In 2002, test results obtained by the Cowichan Val-
ley Regional District found high levels of nitrates 
in some groundwater in the small community of 
Cobble Hill.

More than 4,000 of the 4,500 residents drink well 
water. Tests in 2010 got similar results.

Although nitrates occur naturally in groundwater, 
heavy concentrations are associated with livestock 
operations, sewage treatment and agricultural fertiliz-
ers. At low levels, the compound is generally harm-
less, but at higher concentrations the colourless, 
odourless and tasteless substance can have serious 
health implications.

Water contaminated with heavy nitrate loads is also 
associated with higher concentrations of harmful 
bacteria like E. coli, whose presence can be ampli-
fied.

In Canada’s worst E. coli epidemic, hundreds fell ill 
and seven died in the Ontario farming community 
of Walkerton after drinking contaminated water in 
2000. Scandal erupted there when it became known 
that the utilities commission was aware of contami-
nation for days before reporting it to the public.
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court tells province to make ibm deal 
public
Rob Shaw, Victoria Times Colonist | June 3, 2012
© Victoria Times Colonist
A judge has shot down the B.C. government’s 
request to keep secret some of a multimillion-dollar 
computer contract signed with technology giant 
IBM.

Thursday’s decision by B.C. Supreme Court Justice 
J. Keith Bracken came after an eight-year legal 
battle by the government, which said the contract 
contained sensitive information that could threaten 
government security if it were made public.

Bracken dismissed government arguments and sided 
with B.C.’s information and privacy commissioner, 
who had previously ordered the contract released in 
full.

The privacy commissioner’s adjudicator “acted 
reasonably” in ruling that the government had failed 
to provide concrete evidence there was a security 
risk in releasing the IBM contract to the public, the 
judge found.

The government signed the $300-million IBM 
contract in 2004. The deal put IBM in charge 
of computer help-desk support and workplace 
technology for much of the provincial civil service.

The B.C. Freedom of Information and Privacy 
Association, which started the fight by asking for the 
contract in 2004, celebrated the judge’s decision.

“It’s pretty much a comprehensive rejection of what 
the government was arguing,” said executive director 
Vincent Gogolek.

“[The government’s] arguments didn’t hold water for 
the adjudicator in the privacy commissioner’s office, 
and they didn’t hold water for the judge today.

“Hopefully, the government will stop spending our 
money on this, and the court’s resources and all 
the rest, and just hand it over. What would be even 
better is just post the thing online with all the other 
contracts.”

B.C. taxpayers have so far spent at least $230,000 
in legal fees. That includes the more than $124,000 
in fees the government spent between 2006 and 
2011, but not counting in-house lawyers or staff 
time. B.C.’s privacy commissioner has spent about 
$105,000 fighting the government in court.

Labour, Citizens’ Services and Open Government 
Minister Margaret MacDiarmid said she is 
considering an appeal, which the government has 30 
days to file.

“There is the possibility of appealing it and we’re 
going to review it and determine whether we should 
do that or not,” she said.

The ruling hasn’t dissuaded MacDiarmid that 
releasing the information could put the government 
at risk by revealing network server addresses and 
other details.

“Our view hasn’t changed,” she said.

Gogolek said it would be the “height of absurdity” if 
the government appealed and dragged the case 

through the courts past the date that the IBM 
contract expired.

“We’re already into year eight of a 10-year contract,” 
he said.

NDP critic Doug Routley said it was farcical that 
the government has spent so much money fighting 
the release of public information on a contract. The 
Liberals have failed to follow through on promises 
of transparency and openness, he said. “It’s time for 
the government to recognize its efforts to hide this 
information have been defeated. It’s time for them to 
simply move on and accept the lesson.”

Article available through the Victoria Times 
Colonist.
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Please consider joining FIPA, renewing 
your membership or contributing to our 
work with a donation. 

Visit fipa.bc.ca and click “Become a 
Member” or “Donate” on the left side 
of the page. If you have inquiries about 
larger or organizational giving, please 
contact fipa@vcn.bc.ca.

ConTrIBuTe

christy clark 
repealing 
transparency and 
privacy rights: fipa
Andrew MacLeod, The Tyee | June 1, 2012
© The Tyee

An advocacy group has written British Columbia 
Premier Christy Clark expressing “deep concern” 
about her government undermining the province’s 
information and privacy laws.

“As you have repeatedly stated that your intention is 
to lead the most open and transparent government in 
the country, we find these recent developments very 
troubling,” wrote Vincent Gogolek, the executive 
director of the BC Freedom of Information and 
Privacy Association in a June 1 letter to Clark posted 
on the organization’s website.

The letter details concerns with parts of four pieces 
of legislation the government introduced during the 
spring session of the legislature, all but one of which 
passed. They included laws related to drug prices, 
ferries, emergency service providers and animal 
disease outbreaks.

“The Information and Privacy Commissioner, 
Elizabeth Denham, has already written to the 
responsible ministers with her concerns, which 
they have rejected,” said Gogolek. “We look to you 
for an explanation of why your government has 
apparently decided to undertake a piecemeal repeal 
of transparency and privacy rights.”

Clark has said open government is one of her three 
top priorities, along with families and jobs.
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