From: Grier, Jean

Sent: Monday, October 01, 2012 3:23 PM

To: (b) (6) @international.gc.ca

Cc: (b) (6) @international.gc.ca; (DI @ssc-spc.gc.ca; (IO TN
@intemational.gc.ca; Smith, Mary; McHale, Jonathan

Subject: RE: Shared Services Canada

Kevin.

Thanks for the response. We will send any further questions in writing.
Regards,

Jean

Jean Heilman Grier

Senior Procurement Negotiator

Office of the U.S. Trade Representative
Tel: 202/395-9476

Email: jean grier@ustr.eop.gov

P
From: [(QJG) dinternational.gc.ca [mailto (b) (6) @international.gc.ca]

Sent: Monday, October 01, 2012 1:45 PM

To: Grier, Jean

Cc: m@—@international.qc.ca;wM; (b) (6) dinternational.gc.ca;
Smith, Mary; McHale, Jonathan

Subject: Shared Services Canada

Jean,

Further to our call in Monday, September 17, you asked whether we would provide a summary of Canada's position as set
out during that call.

Referred to Canadian Embassy for clearance




Referred to Canadian Embassy for clearance

As indicated during the call, should the United States Government have any specific follow-up questions, we would invite
you to send those questions in writting. We look forward to meeting Jonathan on Thursday, October 4 in Ottawa,

Regards,

Kevin Thompson

Director | Directeur

Government Procurement, Trade and Environment Division | Direction des marchés publics, commerce et environnement
(TPZ)
(b) (6)
Tel: 61JIKE

Rinternational.gc.ca

Fax: 613-996-0612
Foreign Affairs and International Trade Canada | Affaires étrangéres et Commerce international Canada
Government of Canada | Gouvernement du Canada

; Foreign Affairs and Adfaires élrangéres st C, - d*:fi
l*. Imternational Trade Canada Commerca inernational Canada Alnadd



Smith, Mary

From: Grier, Jean

Sent: Thursday, June 14, 2012 5:17 PM

To: Melika Carroll; McHale, Jonathan

Cc Ross, David; Smith, Mary; Beeman, Michael; Lee, Daniel E.
Subject: RE: cloud service problems - TPP opportunity?

Melika,

I could meet on Monday after 10 in the AM or in the afternoon, except between 3-4.

Jean

From: Melika Carroll [mailto {(OXCIRG salesforce.com]

Sent: Thursday, June 14, 2012 5:13 PM

To: Grier, Jean; McHale, Jonathan

Cc: Ross, David; Smith, Mary; Beeman, Michael; Lee, Daniel E.
Subject: RE: cloud service problems - TPP opportunity?

Hi Jean,
Thank you so much ! 1 was wondering if there was any chance we could meet tomorrow or Monday? I'm traveling to our
headquarters in California Tuesday morning.

I'appreciate your help and apologize for the timing.
melika

From: Grier, Jean [mailto:Jean Grier@ustr.eop.qgov]

Sent: Thursday, June 14, 2012 4:22 PM

To: Melika Carroll; McHale, Jonathan

Cc: Ross, David; Smith, Mary; Beeman, Michael; Lee, Daniel E.
Subject: RE: cloud service problems - TPP opportunity?

Hi Melika & David,

We would be happy to set up a meeting or a call - next week or following week. Please suggest some times and we will
see what we can work out.

I'am copying my Japan and Canadian colleagues.
Jean

Jean Heilman Grier

Senior Procurement Negotiator

Office of the U.S. Trade Representative
Tel: 202/395-5476

Email: jean grier@ustr.eop.gov

From: Melika Carroll [mailto:Melika.Carroll@salesforce.com]
Sent: Thursday, June 14, 2012 3:44 PM




To: McHale, Jonathan; Grier, Jean
Cc: Ross, David
Subject: cloud service problems - TPP opportunity?

Jonathan, Jean,
There are a few things happening | would really appreciate your thoughts on — some of which may be very timely due to
your discussions with Japan and others re: TPP.

1) Japan: Non responsive

2) Canada : David (copied) is working on a document that would help us outline the concerns with some recent
policy decisions and public statements made by the Federal Government about their reluctance or refusal to
adopt cloud services hosted in the US. We would appreciate a chance to discuss this a bit further with you,
including some feedback from the Canadian government that suggests a meeting with the Embassy in Ottawa
may be helpful.

Non responsive

Would you have a few minutes to discuss these issues? I'd really appreciate any suggestions you may have!
melika
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July 23,2012

Jason Knowles

Public Works and Government Services Canada
11 Laurier St.

Place du Portage, Phase 111

Tower C — Office 12CI - 102- 62

Gatineau, Quebec, K1A 0S5 CANADA

Via e-mail to: jason.knowles@pwgsc-tpsge.ge.ca

RE: Response to Shared Services Canada’s Email T ransformation Initiative: Request for Information,
Solicitation # 2BOKB-123327/B

Dear Mr. Knowles:

The Information Technology Industry Council (1T1) appreciates the opportunity to respond to Shared
Services Canada’s (SSC) Request for Information (RFI) pertaining to the Email Transformation Initiative.

ITT is the premier voice, advocate, and thought leader in the United States for the information and
communications technology (ICT) industry. ITI’s members comprise the world’s leading technology
companies, many of which provide products and services that comprise e-mail solutions, including IT
systems, communications networks, servers, and server and client applications. Further, our members are
global companies. Most derive a substantial portion of their revenues from foreign markets and have
extensive global supply chains. As a result, we have an acute understanding of the impact of international
policies on cybersecurity innovation and of the need for all governments’ policies to be consistent with
international norms. Further, as both producers and consumers of ICT products and services, our members
have extensive experience working with governments around the world on the critical issues of
cybersecurity policy and government procurement. The interests of industry and governments in
improving cybersecurity are fundamentally aligned.

We understand that SSC and Public Works and Government Services Canada seek feedback from industry
on four main topics related to the RFI. We are most concerned with, and will comment on, the more
general National Security Exception. We also provide responses to portions of sections (i) and (ii).

National Security Exception

SSC states that “The procurement related to this initiative is subject to National Security Exception and is,
therefore, excluded from all of the obligations of the trade agreements.” This Exception was described in
more detail in a May 25, 2012 memo from SSC, Notification to Suppliers: National Security Exception for
E-Mail, Network, and Data Centre Systems, Infrastructure and Services. The memo states:

This notification is being published in order to inform suppliers that Public Works and Government
Services Canada, at the request of Shared Services Canada (SSC), has invoked the National
Security Exception under Canada’s domestic and international trade agreements in connection
with procurements for SSC related to e-mail, network/telecommunications and data centre systems,
infrastructure and services. This is part of a Government of Canada strategy (o create a secure,
centralized communications infrastructure.

Information Technology Industry Council
1101 K 5¢, NW Suite 610, Washington, D.C. 20005 Innovation. |n5'|gh[_ Influence.

T +1(202) 737-8888, www.itic.org
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We are extremely concerned about Canada’s invocation of the National Security Exception with regard to
its international trade obligations. In invoking such exceptions, Canada asserts its rights to, among other
things, pre-select suppliers. While we support Canada’s desire to seck a secure government
communications infrastructure, we fear that by invoking the National Security Exception, Canada will
embolden other countries—such as India, Brazil, and China, and others-- to begin to be more aggressive in
asserting such exceptions to their WTO obligations. This could have a significant negative impact on
global ICT vendors, including those based in Canada and the United States, that rely on sales in those large
and growing markets. Although countries such as India, Brazil, and China are not signatories to the World
Trade Organization (WTO)’s Government Procurement Agreement, they have made WTO commitments
related to fairly treating foreign companies that wish to participate in their commercial markets.
Unfortunately, they have begun to take actions that would shut foreign ICT companies out of their markets,
often using national security as rationale, which skirts very closely to taking similar trade obligation
exceptions. For example, in February 2012 India’s Department of Information Technology released a
Preferential Market Access (PMA) notification, mandating preferences for domestically manufactured
electronic goods for the purpose of government procurement as well as for products that have undefined
“security implications.” Brazil recently included local manufacturing and locally developed technology
requirements into its specifications for companies to bid on fourth generation (4G) telecommunications
spectrum. China has issued a rash of information-security-related national standards and policies related to
ICT security that discriminate against foreign technologies, citing national security concerns.

In short, if these countries emulate Canada, it could contribute a “race to the bottom” whereby country after
country invokes similar rationale to justify shutting foreign companies or technologies out of their markets,
which would disrupt global trade. In fact, we understand Canada’s actions to invoke its National Security
Exception has been reported in the Chinese press and also come to the attention of the Indian Government.

The application of the National Security Exception to this particular RFI is notably troublesome due to the
RFI’s broad scope. If the e-mail system in question were processing e-mails only at an extremely sensitive
level (e.g. Secret), a national security designation and potential exception could be understood. However,
the ETI’s e-mail system is meant to process a much broader and less sensitive set of e-mails. Per the RFI’s
section 6.1.2, the scope includes “Secret system (which includes Classified information up to Secret and/or
Protected information up to Protected C), and/or a Protected system, up to and including Protected B.” On
July 16, SSC issued Amendment #7 (PW-$TSS-002-24571) in response to a question regarding how these
classifications map to those in the United States. SSC responded: “There is no formally accepted GC
standard mapping Canadian classification to US classification. Based on [Communications Security
Establishment Canada] CSEC’s policies and experience exchanging information with the US and the
knowledge of their handling requirements, this mapping should be used in the context of the ETI project:

Canadian Marking Equivalent US Marking

Unclassified Unclassified

Protected A Unclassified//FOUO (For Official Use Only)
Protected B Confidential

Protected C Secret

Information Technology Industry Council :
1101 K 5¢, NW Suite 610, Washington, D.C. 20005 Innovation. Iﬂsight. Influence.

T +1(202) 737-8888, www.itic.org
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Confidential Confidential
Secret Secret
Top Secret Top Secret”

We question whether e-mails considered unclassified rise to the level of national security. While it
certainly is important that all government e-mails be appropriately secured, the level of security required
should be commensurate with the risks involved. Asserting a national security exception should be
reserved for very narrow and clearly justifiable cases, not applied generally to projects where great portions
of that project have no palpable national security interest. Per the Global Information and
Communications Technology (ICT) Industry Statement: Recommended Government Approaches to
Cybersecurity, June 2012, we recommend that governments “Limit any prescriptive requirements to areas
of the economy that are highly sensitive, such as government intelligence and military networks. Many
governments may justifiably have very stringent requirements for security technologies sold into
intelligence and military networks. Government procurement requirements for such systems should not
extend to other government networks, government-licensed networks or to privately run infrastructure or
commercial companies.’

In addition to the aforementioned concerns, it is important to note that the approach Canada is taking could
also lead to decreased security of the Canadian Government’s information systems—the opposite of what
Canada intends. Invoking a blanket National Security Exception, which then is used to justify various
constraints on bidders, will likely restrict the suppliers or technologies from which the government may
procure. This in turn means that Canada may not have access to the widest range of leading-edge security
technologies available. It is imperative that governments such as Canada set an example for others around
the world as to the importance of allowing global competition in their markets.’

Our companies are committed to working with our government partners to improve cybersecurity. We
would welcome the opportunity to talk with SSC and other Canadian government entities about global
approaches to security of government information systems that are based on best practices as opposed to
regulations that hinder market competition.

! Global Information and Communications Technology (ICT) Industry Statement: Recommended Government Approaches to
Cybersecurity, June 2012. lssued by the Information Technology Industry Council (IT1), DIGITALEUROPE, and the Japan
Electronics and Information Technology Industries Association (JEITA). See http://www.itic.org/dotAsset/5 1 ad6069-911b-4505-
b2ff-b03140484586.pdf

¢ Although outside the scope of this ETI RFI, we also would like to state our concerns with the use of this National Security
Exception for other projects. SSC’s RFP for “Integrated Communications and Support Services (1CSS) — for [P Telephony
Equipment and Service,” requires that bidders certify that the design, assembly, and integration of sub-assemblies of hardware
and licensed software composing the information system proposed in its bids occur withn one or more” of a list of 29 countries
(although the components of the information system can be manufactured outside of this list). The security of technology and
services is not dependent on by whom, or where, the products or services are made. Rather, security is a function of how
products or services are produced, procured, and maintained.

Information Technology Industry Council

1101 K St, NW Suite 610, Washington, D.C. 20005 Innovation. |[](_,1gi‘|[ Influence.
T+1(202) 737-8B888, www.itic org
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l (i): The Ability to meet the anticipated mandatory requirements provided in Part I1I of the RFI ]

13: SECURITY REQUIREMENTS
13.4 Canadian Citizenship for Support Personnel
All engineering and technical support personnel must be Canadian citizens.

We respectfully disagree that Canadian citizenship should be required for all engineering and technical
support personnel. First, the security of technology and services is not dependent on by whom, or where,
the products or services are made. Rather, security is a function of how products or services are produced,
procured, and maintained. Restricting the pool of engineering and technical support talent to Canadian
citizens could mean that the bid winner (and all of its subcontractors) will have only a limited pool of talent
from which to choose. While we have no doubt Canada has a large number of talented engineers, it is very
possible that skill sets needed for certain tasks could reside in companies’ non-Canadian citizen
workforces.

Second, given the complexity of ICT product development and global supply chains it is highly unlikely
that companies could document the nationality of every single person involved in a technology’s design
and development. This is particularly true for software, where different components of the product may be
actively developed in different locations. Further, some products include open source software that is wide
open for global input, with no practical way to determine “nationality.”

Finally, as with our comments above on Canada’s very broad application of national security exception to
this e-mail project, a broad mandate regarding all personnel is equally troubling. It is imperative to be
Judicious regarding which positions related to this project genuinely need parameters around them,
including citizenship. Echoing our comments made earlier, while we support Canada’s desire to seek a
secure government communications infrastructure, we fear that Canada issuing a blanket requirement for
Canadian citizenship will embolden other countries to impose similar citizenship requirements to bid on
their government projects—which, depending on the project, could potentially exclude Canadian citizens.
We suggest that Canada instead invoke any citizenship requirements only when required for clearly defined
portions of the ETI.

13.5 Data Sovereignty
a) All e-mail servers and data repositories must be housed in Canada.

Comment: We urge governments worldwide to prohibit local infrastructure mandates. Such mandates are
discriminatory and contrary to the notion of cross-border trade. Further, national security does not
necessarily equate with territoriality of data. For example, facilities in another country (such as the United
States) could be more secure than domestic-only ones if the U.S. facilities are built at scale. Finally, such a
mandate also could embolden other countries to impose similar requirements, which could be extremely
disruptive to global cross-border data flows, affecting a wide range of multinational companies, likely
including those based in Canada.

Information Technology Industry Council
1101 K 5¢, NW Suite 610, Washington, D.C. 20005 Innovation. |n53ght_ Influence.
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e) In the event of unauthorised access to Canada’s data (e.g. access that has not been expressly
permitted by Canada) within the Email Solution (e.g. to comply with a foreign government’s
production order), there will be no limit to the Email Solution provider’s liability to Canada for such
unauthorised access.

Comment: We are very concerned with a provision of unlimited liability. Liability must be
commensurate to some degree with the value of the contract.

13.6 Supply Threats to the Government of Canada

In addition to the threat of cyber attack, there is a growing awareness of the risks posed by
potentially vulnerable or shaped technologies that may be entering the GC communications
networks and IT infrastructure through the supply chain. The Contractor must provide the GC with
a list of all hardware and software manufacturers and vendors proposed to be used in the IT
Infrastructure and Services of the ETI in advance of contracting with them. Canada reserves the
right to reject a hardware or software manufacturer and/or vendor for security and/or business
stability reasons.

Comment: A requirement to name all hardware and software vendors and manufacturers proposed to be
used, with the possibility that Canada could reject a manufacturer and/or vendor for “security and/or
business stability reasons” is of concern. We fear that such a requirement could lead to exclusion of
vendors based on country of origin or the nationality of the technology vendor. The Global Information
and Communications Technology (ICT) Industry Statement: Recommended Government Approaches to
Cybersecurity, June 2012, referenced above, recommends that governments “ensure that cyber security
requirements allow for procurement of technologies regardless of the country of origin or the nationality of
the technology vendor. Product security is a function of how a product is made, used, and maintained, not
by whom or where it is made. Governments should re-examine their understanding of cyber supply chain
risk, acknowledge that ICT vendors are best placed to manage and protect their ICT supply chains, and
partner with industry on solutions that build bridges rather than exclusionary trade walls.”

| (ii) The questions provided in Part IV of this RFI |

QO04: If Canada was to restrict the provisioning of the Email Solution to a Canadian company, or a
Canadian foreign subsidiary (e.g. a Canadian company, operating in Canada, which is a subsidiary
of a foreign parent company), and further restrict the use of subcontractors to Canadian companies
and Canadian foreign subsidiaries, how would this affect your service offering in still meeting ETI’s
service requirements?

Comment: We are concerned about this idea for a few key reasons. First, similar to our comments on
Canada’s claim of the National Security Exception, we fear that if Canada were to place such restrictions
on this project (or other projects), it would embolden other governments to similarly restrict the right to bid
on projects to domestic companies—harming foreign companies’ competitiveness in potentially multiple
foreign markets. In addition, a “domestic-company only” approach may end up decreasing, not increasing,
security of the Canadian Government. The security of technology and services is not dependent on by
whom, or where, the products or services are made. Security is a function of how products or services are
produced, procured, and maintained.

Information Technology Industry Council §
1101 K St, NW Suite 610, Washington, D.C. 20005 Innovation, Insight. Influence.
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Q55: The GC has an objective to minimize the risk of a security or privacy breach due to vendor
negligence and due to a vendor being compelled by a foreign nation to hand over email information
owned by the Government of Canada. What are your thoughts on unlimited liability to achieve this
objective?

Comment: Per our answer to 13.5(e), liability must be commensurate to some degree with the value of the
contract. Because most companies’ legal counsel likely would not allow a vendor to sign a contract
exposing them to unlimited liability, this provision could have the unintended effect of reducing the pool of
bidders on this project.

[ Conclusion T

Thank you very much for your consideration. Please consider ITI and its member companies a resource for
the Canadian Government on cybersecurity issues moving forward. Do not hesitate to contact us at any
time with any questions at dkriz@jitic.org.

Sincerely,

Danielle Kriz

Director, Global Cybersecurity Policy

Information Technology Industry Council

1101 K 5¢t, NW Suite 610, Washington, D.C. 20005 Innovation. Insight_ Influence.
T+1(202) 737-8888, www.iticorg




Smith, Mary

From: Grier, Jean

Sent: Friday, August 10, 2012 3:20 PM

To: Smith, Mary; Milligan, Greta

Subject: FW: questions RE: Final ITI letter on Canada E-Mail Project / National Security Exception
fyi

From: Kriz, Danielle [mailtd@X@Pitic.org]

Sent: Friday, August 10, 2012 7:45 AM

To: Grier, Jean

Cc: McHale, Jonathan

Subject: Re: questions RE: Final ITI letter on Canada E-Mail Project / Nationa! Security Exception

Thanks!

Regarding the IP/PBX RFP: Someone just pointed out to me that Sweden and Finfand aren't on the list either...HQ
countries of Ericsson and NSN (major telecom equipment vendors). | doubt they mfr HW in their countries, but | assume
they do design SW there. if you do ask that Q about why not Japan and Korea, could you throw in those countries too?

From: Grier, Jean <Jean_ Grier@ustr.eop.gov>

To: Kriz, Danielle

Cc: McHale, Jonathan <Jonathan McHale@ustr.eop.gov>

Sent: Thu Aug 09 22:02:22 2012

Subject: RE: questions RE: Final ITI letter on Canada E-Mail Project / National Security Exception

Thanks for the questions Danielle. Jonathan and | will discuss tomorrow and get back to you.

From: Kriz, Danielle [mailto[OIl&itic.org]

Sent: Thursday, August 09, 2012 12:46 PM

To: Grier, Jean

Cc: McHale, Jonathan

Subject: questions RE: Final ITI letter on Canada E-Mail Project / National Security Exception

Jean,
Thanks again for reaching out. Per your request, here are some questions. Thank you for sharing them with your
Canadian counterparts. ['ve also attached three reference documents if it helps.

e  Why did Canada feel compelled to issue the blanket NSE in on May 25, 2012? {attached)

¢ Who was involved in making this decision to invoke a blanket NSE?

¢ Did Canada consult with industry or other stakeholders before issuing the NSE?

* Did Canada consider the implications on global trade — both in terms of impact on ICT vendors who will have
trouble meeting the requirements, and potential retaliation or emulation by other countries?

e How does Canada justify all of these e-mail, data center, and network projects as rising to the level of national
security?

e Have other governments raised this issue with Canada besides the United States?

e We have seen two projects come out so far that fall under the NSE framework. How many more do they
intend to publish? (the two projects are below)

o E-mail Transformation Initiative (this was open for comment until July 23).

1



o The IP- PBX procurement Solicitation No. - N° de l'invitation 2BOKB-130262/A {attached)

= “Form 7” —revised July 4 — affiliated with this RFP. This lists the 29 countries from which
hardware and licensed software can be procured for this project. It applies to design, assembly,
and integration of sub-assemblies of HW and licensed SW. {(attached} Why did Canada choose
these countries? Why are Japan and Korea not on the list?

* This RFP was never put out for comment (unlike the e-mail transformation initiative). Why
not?

¢ Is the Canadian Government willing to talk to U.S. industry?

Regarding my last Q, | would be willing to give them a call or travel to Ontario.

Thanks! I'am around for the next few weeks and would love to touch base after you’'ve talked with your counterparts in
Canada.

Danielle

From: Grier, Jean [mailto:Jean Grier@ustr.eop.gov]

Sent: Friday, August 03, 2012 10:29 AM

To: Kriz, Danielle

Cc: McHale, Jonathan

Subject: RE: Fina! ITI letter on Canada E-Mail Project / National Security Exception

Danielle,

We would welcome your guestions next week — by cob Thursday would be very useful. | thought the approach in your
letter of questioning the scope of the application of the national security exception was a good approach, recognizing
that it may be appropriate for certain types of procurement.

Safe travels.

Jean

From: Kriz, Danielle [mailtd@R@itic.org]

Sent: Thursday, August 02, 2012 8:19 PM

To: Grier, Jean

Cc: McHale, Jonathan

Subject: Re: Fina! ITI letter on Canada E-Mail Project / National Security Exception

Jean,
Yes- please share it! It sounds like you have another week til you and Jonathan discuss follow-up, so if ok | can send you
guestions next week (I'm currently in Korea, back in the office Tuesday).

(b)(4) - third party confidential commercial information

When [ get back to DC | also plan to send a copy of the [Tl letter to the head of Shared Services Canada (since this went
just to the guy who's lead on the email project). | haven't had time to do that- it's been a busy 2 weeks in Asia.

Thank you again,
Danielle



From: Grier, Jean <Jean Grier@ustr.eop.gov>

To: Kriz, Danielle

Cc: McHale, Jonathan <Jonathan McHale@ustr.eop.qov>

Sent: Thu Aug 02 18:11:46 2012

Subject: RE: Final ITI letter on Canada E-Mail Project / National Security Exception

Hi Danielle,

When | talked recently with my Canadian counterparts, | noted that we had concerns with their E-mail project, but did
not have time to go into detail. They suggested that we send them questions. Jonathan and | plan to discuss the
follow-up next Friday, when he is back from holiday. As part of our follow-up, | would like to send them {T{'s excellent
letter, assuming you have no objection. If you have other specific questions, we would welcome them.

Thanks.

Jean

jean Heilman Grier

Senior Procurement Negotiator

Office of the U.S. Trade Representative
Tel: (202)395-9476

From: Kriz, Danielle [mailto@.@itic.orq]

Sent: Monday, July 23, 2012 12:35 PM

To: Grier, Jean

Subject: FW: Final ITI letter on Canada E-Mai! Project / National Security Exception

Jean,
This is the final letter ITl sent the Canadian Government today on their E-Mail Transformation Initiative, with a special
emphasis on their broad use of the National Security Exception.

| understand from my colleagues with whom you met a few weeks ago that you had a meeting with the Canadian
Government last week and intended to raise this. If you had a chance to do so, and are able to say anything about their
response, please let me know.

Thank you,
Danielle

Danielle Kriz

Director, Global Cybersecurity Policy
information Technology Industry Council {IT)
1101 K St NW

Suite 610

Washington, DC 20005

work: 207613}
cell: 202 (b) (6)



Kegeel, Melissa

From: McHale, Jonathan

Sent: Monday, June 24, 2013 10:12 AM
To: Keppel, Melissa

Subject: FW: More on Canada [re: FOIA]

From: Smith, Mary

Sent: Monday, June 25, 2012 3:15 PM
To: McHale, Jonathan; Grier, Jean
Subject: RE: More on Canada

1:30-3:30 is best for me. | flagged this issue with Canada’s Laurent Cardinale who immediately invoked privacy concerns

stemming from the Patriot Act. (IS EINCHEER RN IR
(b) (5)

From: McHale, Jonathan

Sent: Monday, June 25, 2012 2:59 PM
To: Grier, Jean; Smith, Mary

Subject: RE: More on Canada

Tomorrow pm is good, though | have to leave by 5 so | can get to conference call with Australia .

From: Grier, Jean

Sent: Monday, June 25, 2012 2:54 PM
To: McHale, Jonathan; Smith, Mary
Subject: RE: More on Canada

Jonathan & Mary,

Could we talk sometime this week ~ before Friday regarding how we should approach this issue with Canada? How is
Tues. afternoon?

jean

From: Ross, David [m_ailgg_%@wnmerha!e.com
Sent: Wednesday, June 20, 122 PM
To: Grier, Jean; McHale, Jonathan; Smith, Mary

Cc: Melika Carroll; Ross, David
Subject: More on Canada

Hi all,

I'm attaching FYl a new RFP that the Department of Public Works and Government Services recently issued on behalf of
the Department of Citizenship and Immigration (both entities are listed in Canada's GPA Annex 1). Asyou'll see, it
contains the following clauses requiring that the data be hosted on dedicated servers in Canada:

6.1.2 TECHNICAL ENVIRONMENT

6.1.2.1 The solution must be hosted on a secured server within Canada.

6.1.2.2 The solution must use data information to and from (interoperate) with
Microsoft Outlook 2007 (12.0.6423.1000) service pack 2.



6.1.2.3 The solution must be compliant with the version of Windows Internet
Explorer 7 in use at CIC -Version 7.0.6002.18005 Cipher Strength 256

Bit.

6.1.2.4 The solution's data must be stored on a dedicated server.

6.1.2.5 The solution must allow use of files with the following formats: jpg,
jpg2000, tiff, bmp, xls, xlsx, xIsm, ppt, rtf, mso, txt, wpd, pdf, pptx, gif,

These effect of these requirements is to preclude U.S. public cloud suppliers from bidding for the contract.
I'm also attaching the full version of the Hogan white paper that Melika mentioned yesterday.
Thanks.

David Ross | WilmerHale
1875 Pennsylvania Avenue NW
Washington, DC 20006 USA
+1{QXQ) (t)

+1 202 663 6363 (f)

(b) (6) @wilmerhale.com

Please consider the environment before printing this email.

This emall message and any attachments are being sent by Wilmer Cutler Pickering Hale and Dorr LLP, are confidential, and may be privileged. If you are not
the intended recipient, please notify us immediately—by replying to this message or by sending an email to postmaster@wilmerhale.com—and destroy all
copies of this message and any attachments. Thank you.

For more information about WilmerHale, please visit us at http://www.wilmerhale.com.




Hogan
Lovells \

Hogan Lovells has published a \White Paper with the results of a study about governmental
access to data in the Cloud. The paper was written by Christopher Wolf, co-director of
Hogan Lovells’ Privacy and Information Management practice, and Paris Office partner
Winston Maxwell. The paper examines governmental authority to access data in the
Cloud in the following countries: Australia, Canada, Denmark, France, Germany, Ireland,
Japan, Spain, United Kingdom, and the United States. Experienced counsel in each of those
jurisdictions provided input on the scope and effect of their respective national laws.

The White Paper debunks the frequently-expressed assumption that the United States is alone in permitting
governmental access to data for law enforcement or national security reasons. It examines the laws of ten countries,
including the United States, with respect to governmental authorities’ ability to access data stored in or transmitted
through the Cloud, and documents the similarities and differences among the various legal regimes. The findings are set
forth in the text of the White Paper and in a chart contained in the document. (The chart is reproduced on the reverse side.)

The White Paper reveals that every jurisdiction examined vests authority in the government to require a Cloud service
provider to disclose customer data. It explains why the access provisions of the USA PATRIOT Act are narrower than
commonly thought.

The White Paper also reveals that, unlike in the United States where the law specifically protects Cloud data from access
by the government without legal process, data stored in the Cloud may be disclosed to governmental authorities
voluntarily in some jurisdictions, without legal process and protections.

The White Paper concludes that businesses are misleading themselves and their customers if they believe that restricting
Cloud service providers to one jurisdiction better insulates data from governmental access. It is incorrect to assume that
the United States government’s access to data in the Cloud is greater than that of other advanced economies.
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GOVERNMENTAL AUTHORITIES’ ACCESS TO DATA IN THE CLOUD: A COMPARISON

May government May a Cloud If a Cloud provider .
) . . . May government If a Cloud provider
require a Cloud provider voluntarily must disclose . . Are government
: . monitor electronic . stores data on servers
provider to disclose customer | customer data to B orders to disclose |
. communications in another country, can
disclose customer data to the the government, customer data .
: . sent through the . . the government require
data in the course government in must the Cloud subject to review ;
; . systems of a - . the Cloud provider to
of a government response to an provider notify the . by a judge? . )
. B . Cloud provider? access and disclose it?
investigation? informal request? customer?
Yes, except for
Australia Yes p Qrsona/ data No Yes Yes Yes
without a legal
purpose
Yes, except for
Canada Yes p Qrsonal data No Yes Yes Yes
without a legal
purpose
Yes, except for
Denmark Yes p Qrsona/ data No Yes Yes Yes
without a legal
purpose
Yes, except for
personal data
France Yes without a legal No Yes Yes Yes
purpose, electronic
communications
Yes. except ma No, not without
Yes, except for , except may cooperation from the
delay until !
personal data disclosure no other country’s
Germany Yes without a legal longer would Yes Yes government, except for
purpose, electronic gerw telecommunications
e compromise the
communications . S customer non-content
investigation
data
Yes, except for
Ireland Yes p Qrsona/ data No Yes Yes Yes
without a legal
purpose
No, not without
No —must request cooperation from the
Japan Yes data through legal No Yes Yes P ,
other country's
process
government
Yes, except for
. /
Spain Yes persona data No Yes Yes Yes
without a legal
purpose
Yes, except for
‘_J”“ed Yes p grsona/ data No Yes Yes Yes
Kingdom without a legal
purpose
Yes, for content
data, except when
h
No—must request | - 2 B2,
United States Yes data through legal Yes Yes Yes
rocess warrant or unless
P disclosure would
compromise the
investigation

*"Review by a judge” encompasses either an initial review when issuing the court order, warrant, etc. or subsequent review when the court order, warrant, etc. is challenged by the service provider or

customer.
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Introduction

Cloud computing is revolutionizing the way companies use
information technology. Cloud service providers make it
possible for businesses and consumer users across the globe
to access services via the Internet, reducing costs and
increasing efficiency.  That’s why Cloud computing
continues to grow.

As Cloud computing adoption by business has increased,
some people have expressed concern over the possibility of
governmental access to data in the hands of a Cloud service
provider. “[Bloth Cloud users and providers of Cloud
services are struggling to understand when and how
governments can access users’ data.”"

* Special thanks to Hogan Lovells colleagues Bret Cohen and
Steven Spagnolo for their assistance in preparing this White Paper,
and to Tim Brookes (Australia), Susan Goodman (Australia),
Srishti Natesh (Australia), Mark Hayes (Canada), Oana Dolea
(Canada), Lars Stoltze (Denmark), Kristian Pedersen (Denmark),
Lionel de Souza (France), Stefan Schuppert (Germany), Martin
Pflueger (Germany), Jeanne Kelly (Ireland), Eiichiro Kubota
(Japan), Kiyoko Nakaoka (Japan), Gonzalo Gallego (Spain), Belén
Gamez (Spain), Quentin Archer (UK), Mac Macmillan (UK), and
Viktor Braun (UK) for their assistance in the study of the laws
around the world.

' Georgetown University Law Center March 2012 seminar
announcement, “Law Enforcement Access to the Cloud,”
http://www.law.georgetown.edu/news/events/cloudseminar.html.

This White Paper examines the extent to which access to
data in the Cloud by governments in various jurisdictions is
possible, regardless of where a Cloud provider is located.
“Governmental access,” as that term is used here, includes
access by all types of law enforcement authorities and other
governmental agencies, recognizing that the rules may be
different for law enforcement and national security access.

Governments need some degree of access to data for
criminal (including cybercrime) investigations and for
purposes of national security. But privacy and
confidentiality also are important issues. This paper does
not enter into the ongoing debate about the potential for
excessive government access to data and insufficient
procedural protections. Rather, this White Paper
undertakes to compare the nature and extent of
governmental access to data in the Cloud in many
jurisdictions around the world.

Both Cloud users and providers of Cloud services are
struggling to understand when and how governments can
access users’ data.

Misconceptions About Governmental Access

Drawing on practical and anecdotal experience, it seems to
us that businesses often assume knowledge of the laws
regulating governmental access to data in their home
jurisdictions, and they make further assumptions about the
legal regimes abroad where Cloud service providers may be
located. For example, especially in Europe the 2001 USA
PATRIOT Act (“Patriot Act”) has been invoked as a kind
of shorthand to express the belief that the United States
government has greater powers of access to personal data
in the Cloud than governments elsewhere. However, our
survey finds that even European countries with strict
privacy laws also have anti-terrorism laws that allow
expedited government access to Cloud data. As one
observer put it, France's anti-terrorism laws make the
Patriot Act look "namby-pamby" by comparison.’
Frequently, there are misconceptions about what the law
allows, at home and abroad.

Businesses often assume knowledge of the laws regulating
governmental access to data in their home jurisdictions, and
they make further assumptions about the legal regimes
abroad where Cloud service providers may be located.

2 Steven Erlanger, Fighting Terrorism, French-Style, N.Y. TIMES,
March 30, 2012, http://www.nytimes.com/2012/04/01/sunday-

review/the-french-way-of-fighting-homegrown-terrorism.html.




Such  misconceptions  encourage  speculation  that
governmental access to data stored in the Cloud is more
likely in some places than in others, and that the best way
to limit such access is to use Cloud service providers
present only in “safe” jurisdictions — places where data are
thought to be free from troublesome governmental access.
Thus, some believe (and some providers have advertised)
that choosing a Cloud service provider based on its location
will make data stored in the Cloud more secure and less
subject to governmental access.’

Summary of Conclusions

On the fundamental question of governmental access to
data in the Cloud, we conclude, based on the research
underlying this White Paper, that it is not possible to isolate
data in the Cloud from governmental access based on the
physical location of the Cloud service provider or its
facilities. Government’s ability to access data in the Cloud
extends across borders. And it is incorrect to assume that
the United States government’s access to data in the Cloud
is greater than that of other advanced economies.

The United States Ambassador to the European Union,
William E. Kennard, recently spoke at the 2012 European
Cloud Computing Conference in Brussels and made the
following observation, which is confirmed by our study:

While some cloud providers here in Europe have
recently made the fear of unlimited U.S.
Government access to data a selling point for
their services, this is an inaccurate assessment
and completely ignores the facts. . . . While our
systems may differ in approach, let me assure
you that we have in place protections that are
fundamentally similar to those in Europe. In a
number of critical areas, the U.S. provides more
restrictions to the access of personal data than do
European Member States.*

In addition to domestic legal frameworks enabling
governmental access to data within a country, Mutual
Legal Assistance Treaties (“MLATSs”), which are in
effect between and among countries around the world, can
provide governments the ability to access data stored in one
jurisdiction but needed for lawful investigative purposes in
another. Despite the procedural hurdles that may exist to
request and obtain information pursuant to MLATS, these
treaties make borders and the physical location of data
much less significant barriers to governmental access.

The existence of MLATs diminishes any argument that
data stored in one jurisdiction is immune from access by
governmental authorities in another jurisdiction. For
example, Germany signed a Mutual Legal Assistance
Treaty in Criminal Matters with the United States in 2003
and a Supplementary Treaty to the Mutual Legal Assistance
Treaty in Criminal Matters in 2006. Both treaties entered
into force on October 18, 2009 and allow authorities in
each country to request and receive information located in
the other’s jurisdiction (including information stored in
third-party facilities).

The existence of Mutual Legal Assistance Treaties greatly
diminishes any argument that data stored in one jurisdiction
is immune from access by governmental authorities in
another jurisdiction.

Some erroneously believe the best way to limit governmental
access to data is to use Cloud service providers present only
in “safe” jurisdictions — places where data are thought to be
free from troublesome governmental access.

* In December 2011, European Commission Vice-President
Viviane Reding criticized Cloud service marketing that suggested
that an EU location shielded data from governmental access. Scott
M. Fulton, EU’s Reding to Cloud Providers  Stop Sheltering
Yourself from US Patriot Act, READWRITEWEB, May 2, 2012,
http://www.readwriteweb.com/cloud/2011/12/eus-reding-to-cloud-
providers.php.

4 Remarks by William E. Kennard, United States Ambassador to
the European Union at the 2012 European Cloud Computing
Conference (Mar. 12, 2012),
http://useu.usmission.gov/kennard 032112.html.

On a related issue, there is significant discussion today
about the power of a government to require a party in its
jurisdiction to access and produce data stored in another
jurisdiction, based on principles of physical presence of the
party (not the data, or where the party is headquartered). In
other words, the fact that a business located in one country
may have chosen to store its data in the Cloud in another
country does not mean that the business is immune from
governmental demands for the production of that off-
shored data. Of the countries we surveyed, Germany and
Japan are the only two that, in some instances, limit the
data that the government can access to that which is
physically located on servers within their national borders.

This White Paper examines the laws of ten countries,
including the United States, with respect to governmental
authorities’ ability to access data stored in or transmitted
through the Cloud, and documents the similarities and
differences among the various legal regimes. All ten of
these countries have strong legal protections on civil rights
and due process.

Notably, every single country that we examined vests
authority in the government to require a Cloud service
provider to disclose customer data in certain situations,
and in most instances this authority enables the
government to access data physically stored outside the




country’s borders, provided there is some jurisdictional
hook, such as the presence of a business within the
country’s borders. Even without that “hook,” MLATSs can
be used to allow access to data across borders.

Every single country that we examined vests authority in the
government to require a Cloud service provider to disclose
customer data in certain situations, and in most instances
this authority enables the government to access data
physically stored outside the country’s borders, provided
there is some jurisdictional hook.

Our review reveals that businesses are misleading
themselves and their customers if they contend that
restricting Cloud service providers to one jurisdiction better
insulates data from governmental access.

Furthermore, as we describe in this White Paper and as
illustrated in the chart at the end, in jurisdictions outside the
United States, there is the real potential of data relating to a
person, but not technically “personal data,” stored in the
Cloud being disclosed to governmental authorities
voluntarily, without legal process and protections. In other
words, governmental authorities can use their “influence”
with Cloud service providers — who, it can be assumed, will
be incentivized to cooperate since it is a governmental
authority asking — to hand over information outside of any
legal framework. United States law specifically protects
such data from access by the government outside of
legal process.

U.S. law prohibits the voluntary disclosure of any type of
Cloud customer data to the government without a formal
legal request, unless certain limited exceptions apply, such
as in the event of an emergency involving death or serious
bodily injury requiring disclosure. Cloud providers in the
U.S. face civil and criminal penalties for violating the laws
against voluntary disclosure to the government.
Furthermore, the ability of a third-party Cloud service
provider voluntarily to hand over customer data may also
be restricted by contract.

We conclude that civil rights and privacy protections
related to governmental access to data in the Cloud are not
significantly stronger or weaker in any one jurisdiction, and
that any perceived locational advantage of stored Cloud
data can be rendered irrelevant by MLATs. Our review
reveals that businesses mislead themselves and their
customers if they rely on an assumption that selecting
Cloud service providers based in one jurisdiction or another
better insulates data from governmental access. Instead,
our study indicates that it is in business’ interest to support
governmental cooperation in this area, as it is the consistent
and reasonably restrained exercise of existing legal
authorities that will enable the economic growth and other
benefits of Cloud computing‘5

> We also note that often overlooked are governmental

requirements for long-term retention of data, a requirement that
does not exist in the United States. For example, EU "Directive

Methodology

To conduct our examination, we consulted with
experienced local counsel knowledgeable about data
protection and governmental access law in each of the
jurisdictions on which we report, asking the following
questions for each jurisdiction:

1. May government require a Cloud provider to
disclose customer data in the course of a
government investigation?

2. May a Cloud provider voluntarily disclose
customer data to the government in response to
an informal request?

3. If a Cloud provider must disclose customer data
to the government, must the Cloud provider
notify the customer?

4. May government monitor electronic
communications sent through the systems of a
Cloud provider?

5. Are government orders to disclose customer data
subject to review by a judge?

6. If a Cloud provider stores data on servers in
another country, can the government require the
Cloud provider to access and disclose it?

We start with an overall review of MLATs. These treaties
effectively make a country’s borders less significant for
purposes of governmental access to data, and likewise
make less significant the location of a Cloud service
provider within one country’s borders as opposed to
another country’s borders. We then review the situation
with respect to governmental access in the United States
and proceed to examine the situations in Australia, Canada,
Denmark, France, Germany, Ireland, Japan, Spain, and the
United Kingdom. We conclude with an observation about
the current proposals for reform of data protection laws in

2006/24/EC” is a Directive issued by the European Union and
relates to telecommunications data retention. Service providers in
member states must store citizens' telecommunications data for six
to twenty-four months, stipulating a maximum time period. Under
the Directive, police and security agencies are able to access, in
most cases with judicial permission, details such as IP address and
time of use of every email, phone call, and text message sent or
received. Obviously, a law that perpetuates the existence of data
that might not otherwise be available to governmental authorities
(because it would have been deleted) is a factor to be considered in
evaluating the favorability of one jurisdiction over another as a
service provider location.




the EU, which would leave unchanged the current approach
regarding governmental access to data.

1. MUTUAL LEGAL ASSISTANCE TREATIES

Governmental authorities are able to reach data stored on
the servers of a Cloud service provider over whom they do
not have jurisdiction through an MLAT with a foreign
nation where the Cloud service provider is based. For
example, the United States and member states in the
European Union have entered into bilateral MLATSs that
allow governmental authorities on both sides of the Atlantic
to request access to data stored on the servers of a Cloud
service provider physically located in or subject to the
jurisdiction of the foreign nation.

Pursuant to an agreement governing MLATSs between the
U.S. and EU member states, a request for data shall only be
denied on data protection grounds in “exceptional cases.”
That is, most MLAT requests for data will be honored by
the recipient party. Currently, Article 13(3) of Framework
Decision 2008/977/JHA of the Council of the European
Union allows transfers of personal data for law
enforcement purposes even to countries whose privacy
regimes have not been found “adequate” by the EU where
there are “appropriate safeguards.” The phrase
“appropriate safeguards” is widely interpreted to include
international agreements such as MLATSs.

Other treaties, such as the multilateral Council of Europe
Convention on Cybercrime, as well as informal
relationships between law enforcement agencies, also allow
for governmental access to data in the “possession, custody,
or control” of Cloud service providers over whom the
requesting country does not otherwise have jurisdiction.

The existence of these treaty relationships diminishes any
perceived advantage of placing data with a Cloud service
provider in a jurisdiction believed to permit less
governmental access than other jurisdictions covered by the
treaties. For all practical purposes, the laws permitting
governmental access by the requesting country have their
reach extended through operation of the treaties.

2. UNITED STATES

Any discussion of U.S. government access to data in the
Cloud needs to begin with the Patriot Act, which
commonly, but erroneously, is believed to have created
invasive new mechanisms for the United States government
to get information. The reality is that most of the
investigatory methods in the Patriot Act were available
long before it was enacted. And those investigative tools
had, and still have, limitations imposed by the United
States Constitution and by statute. It is more accurate to
say that the Patriot Act did not create broad new
investigatory powers but, rather, expanded existing

investigative methods, and retained Constitutional and
statutory checks on abuse.

Even with the Patriot Act, it is generally the case in the
United States that the more substantive the data sought by
the government, the greater the government’s burden of
demonstrating a strong legal justification to obtain that
data. That is, there are greater restrictions on accessing the
contents of electronic files and communications (“content
data”) than for other information associated with those files
such as the file owner’s contact information and server log
information (“non-content data”).

In most circumstances, governmental access to data stored
by a Cloud service provider is regulated under the
Electronic Communications Privacy Act (“ECPA”). Under
ECPA, if a government body seeks disclosure of customer
data from a Cloud service provider, it can only do so if a
legal mechanism is used — if a judge issues a search
warrant or special ECPA court order, or if the
government issues a valid subpoena to the provider. The
legal mechanism to be used depends on the category of
information:

e A search warrant issued upon a finding of probable
cause that a crime has been committed is required
under ECPA when the government seeks email that is
stored in the Cloud for 180 days or less, whereas an
ECPA court order or subpoena can be used to request
stored email more than 180 days old, or any
documents or data stored in the Cloud.®

e A judge can issue an ECPA court order for Cloud data
only if the government demonstrates that there exist
reasonable grounds to believe that the data sought
are relevant and material to an ongoing investigation.

e  Prosecutors and other government investigators may
issue subpoenas requesting Cloud data directly to
Cloud service providers if the data are relevant to the
investigation.

If the government requests customer content data from a
Cloud service provider through an ECPA court order or a
subpoena, the government must notify the customer before
obtaining the requested data from the provider unless it can
demonstrate that providing prior notice would result in
danger to a person’s physical safety or compromise the

® An influential U.S. appeals court recently held that a search
warrant is always required to access the contents of email stored in
the Cloud pursuant to a search warrant, regardless of the number of
days the emails have been stored with the Cloud provider. United
States v. Warshak, 631 F.3d 266 (6th Cir. 2010). We note that this
court only has jurisdiction over federal cases brought in four states,
although other appeals courts could decide to follow the reasoning
of the case and adopt its ruling.



investigation, in which case notice may be delayed. Where
such delay is not sought by the government, the customer
can challenge the governmental request. However, no prior
notice is required to customers when the government
requests (i) non-content data or (ii) content data via a
search warrant, although customers can challenge the
validity of search warrants in court after the data are
produced.

United States

It is generally the case in the United States that the more
substantive the data sought by the government, the greater
the government’s burden of demonstrating a strong legal
Justification to obtain that data.

Significantly, ECPA prohibits Cloud service providers
from voluntarily disclosing customer data stored on their
servers to the government without having received a formal
legal request, unless certain limited exceptions apply, such
as a provider’s good faith belief that an emergency
involving danger of death or serious physical injury
requires disclosure.

And ECPA prohibits the United States government from
intercepting electronic data in transit unless a judge
determines that there exists probable cause to believe that
the data will contain evidence of a federal crime, and that
normal investigative procedures (i) have been tried and
failed, (ii) reasonably appear to be unlikely to succeed if
tried, or (iii) are too dangerous. When the government
cannot obtain the required evidence in time and there is an
emergency situation involving a danger of death or serious
physical injury, issues of national security, or organized
crime, the government can intercept electronic data without
a judicial order, but must apply for an order within forty-
eight hours after the interception has occurred.

Outside of these customary methods of access to Cloud
data under ECPA, the U.S. government can access Cloud
data through FISA Orders and National Security Letters
(“NSLs”) during the course of certain counterterrorism or
foreign intelligence investigations.

e A judge can issue a FISA Order authorizing the
government to obtain content data if the government
demonstrates that there exist reasonable grounds to
believe that the data sought are relevant to an
investigation to obtain foreign intelligence or to
protect against international terrorism or spying.’

7 The recent appeals court decision discussed supra note 6 also
suggests that the government must obtain a search warrant to
access the contents of email even when requested pursuant to a
FISA Order, which would require the higher “probable cause”

e Government investigators may issue special
administrative subpoenas called NSLs directly to
Cloud service providers. NSLs request certain non-
content data about their customers — specifically
subscriber information, length of service, and certain
transactional records — if the government certifies that
the request is relevant to an investigation to protect
against international terrorism or spying. The United
States government may not use NSLs to obtain
access to the content of electronic records and
documents stored on a Cloud service provider’s
servers.

FISA Orders and NSLs were available to the United
States government even before the Patriot Act was
enacted. The Patriot Act merely expanded some of the
provisions of these access methods. For example, it added
“gag order” provisions prohibiting recipients of FISA
Orders or NSLs from disclosing the fact that they have
received an NSL, except as necessary to comply with or
challenge the request, and expanded the types of
information obtainable through FISA Orders.

There are, however, meaningful limitations on United
States government access to Cloud data through FISA
Orders and NSLs. First and foremost, their use is limited
to certain counterterrorism or foreign intelligence
investigations, so the government cannot use these methods
to obtain documents and records for the sole purpose of
investigating domestic criminal activity. A Cloud service
provider has the ability to oppose a FISA Order before the
issuing court, and also can seek judicial review of an NSL,
which can be set aside “if compliance would be
unreasonable, oppressive, or otherwise unlawful.” A Cloud
service provider also may petition the court to overturn the
“gag order.” And even though FISA Orders can require a
Cloud provider (or any other business) to produce
“business records” (a term that would encompass Cloud
data), the United States government rarely requests them.
In 2010, the government only made 96 applications for
FISA Orders granting access to business records.®

The United States, like other countries, takes the position
that it can use its own legal mechanisms to request data
from any Cloud server located anywhere around the world
so long as the Cloud service provider is subject U.S.
jurisdiction: that is, when the entity is based in the United
States, has a subsidiary or office in the United States, or

standard to authorize a FISA Order when the contents of email are
sought.

8 See Letter from Ronald Welch, Ass’t Att’y Gen., U.S. Dep’t of
Justice, to The Hon. Harry Reid, U.S. Senate Majority Leader
(Apr. 29, 2011),
http://www.fas.org/irp/agency/doj/fisa/2010rept.pdf.




otherwise conducts continuous and systematic business in
the United States.

In sum, governmental authorities in the United States
cannot access data stored in the Cloud at will. Rather,
governmental authority is circumscribed by the United
States Constitution and state constitutions, judicial
oversight, and laws and procedures enacted through the
democratic process. In addition, and relevant to the
concerns of foreign countries about their nationals’ data, a
recent ruling by a United States appeals court one level
below the Supreme Court confirmed that statutory
protections are extended to non-United States citizens for
data physically maintained in the United States and stored
in the Cloud.”

3. AUSTRALIA

The Australian government may require a Cloud service
provider to disclose customer data in the course of a
governmental authority’s investigation by requesting that a
judge issue a search warrant if there are reasonable
grounds for suspecting that there is evidential material
relevant to an indictable or summary offense.

A Cloud service provider is permitted to voluntarily
provide customer data to the government without a search
warrant if the data does not constitute ‘“personal
information,” which is broadly defined as information or an
opinion about an individual whose identity is apparent, or
can reasonably be ascertained from the information or
opinion. However, a Cloud service provider can
voluntarily disclose personal information to the Australian
government if it reasonably believes that the use or
disclosure is reasonably necessary to, among other similar
reasons, prevent, detect, investigate, prosecute, or punish
violations of law or serious breaches of standards of
conduct, including corruption, abuse of power, dereliction
of duty, or “any other seriously reprehensible behaviour.”
There is no general requirement that a Cloud service
provider must notify its customers prior to disclosing their
data to the government.

Requests for data issued to Australian companies and
organizations extend to data held in Cloud servers located
outside of Australia, provided that the suspected criminal
offense or security matter that is the subject of the warrant
occurred wholly or partly in Australia or concerns persons
who are Australian citizens or residents. Therefore, the
Australian government can require a Cloud service
provider to obtain data from both domestic and foreign
servers through the preceding legal mechanisms.

% Suzlon Energy Ltd. v. Microsoft Corp., 671 F.3d 726 (9th Cir.
2011).

Australia

A Cloud service provider can voluntarily disclose personal
information to the Australian government if it reasonably
believes that the use or disclosure is reasonably necessary
to, among other similar reasons, prevent, detect, investigate,
prosecute, or punish violations of law or serious breaches of
standards of conduct, including corruption, abuse of power,
dereliction of duty, or “any other seriously reprehensible
behaviour.”

There are special access mechanisms for requests for Cloud
data pertaining to terrorism or counterintelligence
investigations. The government may require the production
of customer data through a computer access warrant,
which authorizes the Australian Security Intelligence
Organisation (“ASIO”) to access data where there are
reasonable grounds to believe that the data will
substantially assist in the collection of intelligence in a
matter that is important to national security. Computer
access warrants are issued by a government Minister, not a
judge. In conducting a search under a computer access
warrant, ASIO is authorized, if necessary, to add, delete, or
alter other data held in the target computer. For the
investigation of a serious terrorism offense, the Australian
Federal Police can request a judge to issue a production
notice permitting the government to access customer data
where the data are relevant to, and will assist in, the
investigation. Recipients of these notices are under strict
obligations of confidentiality.

The government may intercept electronic communications
for the purposes of national security and the investigation
of serious crimes, provided that it first obtains an
interception warrant. The Attorney General may issue
interception warrants for the purpose of national security if
the subject of the intercepted communication is “reasonably
suspected of engaging in activities prejudicial to security,”
and the interception will assist the government in obtaining
intelligence relevant to national security. Eligible judges or
nominated members of the Administrative Appeals
Tribunal may issue interception warrants for law
enforcement purposes if the information to be obtained by
intercepting a communication would likely assist in the
investigation of a serious crime.

4. CANADA

Canadian governmental authorities can obtain search
warrants through which a judge can order the search and
seizure of evidence located on a Cloud computing server
where there are reasonable and probable grounds to believe
that a criminal offense has been committed, and that the
search will yield evidence of that criminal offense. In
addition, Canadian governmental authorities can seek
production orders to compel Cloud service providers to




produce specific evidence where there are reasonable
grounds to believe that an offense has been or will be
committed. Both search warrants and production orders
must be authorized by a judge. Some federal and
provincial regulatory agencies have the power to issue
administrative orders requiring the production of records
necessary to an investigation. In some cases,
administrative agencies are required to obtain a production
order or search warrant from a judge.

A Cloud service provider is permitted to voluntarily
provide customer data to a government official requesting
such production without a search warrant, or other formal
mechanism, unless the disclosure contains personal
information and it is not requested pursuant to lawful
authority under Canadian privacy laws. There is no general
requirement that a Cloud service provider must notify its
customers prior to disclosing their data to the government.
Canadian requests for data are not limited to data located in
Canada.  Generally, a company subject to Canadian
jurisdiction must turn over any relevant data over which it
has “custody or control,” either because it can access the
data itself or because it can cause a third party, such as a
subsidiary corporation, to access or obtain the data.
Therefore, the Canadian government can require a Cloud
service provider to obtain data from both domestic and
foreign servers through the preceding legal mechanisms.

Canada

A company subject to Canadian jurisdiction must turn over
any relevant data over which it has “custody or control,”
either because it can access the data itself or because it can
cause a third party, such as a subsidiary corporation, to
access or obtain the data.

In addition to the preceding legal mechanisms, Canada’s
2001 Anti-Terrorism Act implemented a number of
investigative powers similar to those found in the United
States’ Patriot Act. In addition, the Canadian Security
Intelligence Service can obtain an investigation warrant
to obtain data relating to a threat to the national security of
Canada by arguing to a judge that other investigative
procedures have been tried and have failed and that the
matter is an urgent national security matter.

Generally, prior judicial authorization is required before the
government can conduct electronic surveillance. However,
without judicial authorization, the government can intercept
communications of foreign entities for the purpose of
obtaining foreign intelligence or for the protection of the
government’s computer systems and networks, provided
that prior approval is obtained from the Minister of
National Defense. In addition, the Canadian Criminal Code
allows a peace officer to intercept electronic

communications if: (1) the urgency of the situation is such
that a proper authorization could not be obtained; (2) the
interception is immediately necessary to prevent an
unlawful act that would cause serious harm to a person or
property; and (3) either the originator or the intended
recipient of the communication is the one who is likely to
cause the harm or the one who is likely to be harmed.

Canada currently is considering an expansive new law to
increase the government’s ability to obtain data from
private entities. On February 14, 2012, Bill C-30 was
introduced in Canada’s House of Commons. This bill
would significantly expand the Canadian government’s
investigative powers, especially with respect to electronic
communications and storage. Some of Bill C-30’s
proposed provisions are as follows:

e Canadian governmental authorities would be able to
issue orders that require Cloud service providers to
preserve data without prior authorization by a judge.

e  Telecommunications providers (including ISPs) would
be required to install the technological capability to
provide surveillance data, when ordered to do so by
the Minister of Public Safety and Emergency
Preparedness, and would be prohibited from
disclosing the existence of the surveillance. No
judicial oversight would be required.

e The Canadian government would be able to obtain a
warrant for the installation of a transmission data
recorder which would record all communications to or
from a server. (Currently, warrants only can be
obtained to intercept telephone calls and to install a
telephone number recorder.)

The introduction of Bill C-30 was met with criticism from a
number of stakeholders, including the Office of the Privacy
Commissioner and civil rights groups, and it is unclear if,
and to what extent, the bill is likely to be revised before it
might be passed into law.

5. DENMARK

Under the law in Denmark, government officials can
request that a judge issue a search warrant to obtain
customer data from a third-party Cloud server if there are
specific reasons to presume that evidence of an offense can
be obtained during the search. Various government
agencies in Denmark also have the authority to issue
administrative orders to obtain data from Cloud service
providers if related to the investigation of an offense over
which the government agency has jurisdiction.

Cloud service providers can voluntarily provide the
government with data stored on Cloud servers, provided



that disclosing the data does not violate other laws, such as
laws prohibiting disclosure of personal data without a valid
reason. Providing data to law enforcement pursuant to a
police investigation on a voluntary basis is considered a
valid reason. There is no general requirement that a Cloud
service provider must notify its customers prior to
disclosing their data to the government.

While Denmark has adopted anti-terrorism laws, these laws
do not alter the government’s ability to access Cloud data
in terrorism investigations. Due to the serious nature of
such investigations, however, it is likely that a judge would
be more willing to grant a search warrant.

If a Danish Cloud service provider stores customer data on
servers located in another country, the government can
access data located on those servers with a search warrant,
provided that the data can be reached and searched from the
site of the Denmark-based provider. Otherwise, the extent
to which the Danish government may access data on
servers located in other countries depends on the level of
judicial cooperation between the concerned countries.

government, with certain exceptions such as the provision
of personal or telecommunications data. There also is no
general requirement that a Cloud service provider must
notify its customers prior to disclosing their data to the
government; in fact, a Cloud service provider is not entitled
to disclose a government request for information to its
customer.

France

French government officials can request access to an
organization’s data stored on the servers of a third-party
Cloud computing service in a number of situations, including
for criminal and administrative investigations.

Denmark

Under the law in Denmark, government officials can request
that a judge issue a search warrant to obtain customer data
from a third-party Cloud server if there are specific reasons
to presume that evidence of an offense can be obtained
during the search.

The government must obtain a court-issued warrant before
intercepting electronic communications. The court will
issue the warrant only if the interception is related to a
government investigation that concerns an offense of a
certain seriousness (including terrorism). In certain limited
situations, the government may intercept communications
without prior court approval where exigent circumstances
dictate that the interception would be ineffective if a court
order were first to be obtained.

6. FRANCE

French government officials can request access to an
organization’s data stored on the servers of a third-party
Cloud computing service in a number of situations,
including for criminal and administrative investigations. In
general, the government can obtain a search warrant
issued by a judge or issue a requisition letter directly to a
third-party Cloud service provider, both of which would
require that the Cloud service provider produce customer
data relating to a criminal investigation.

No law expressly prohibits a Cloud service provider from
voluntarily providing a customer’s information to the

French law expressly permits governmental authorities to
obtain all information relevant to an investigation from a
computer system so long as the data are accessible from
that computer system. Therefore, the French government
can require a Cloud service provider to obtain data from
both domestic and foreign servers through the preceding
legal mechanisms.

Other than the hours during which searches can be
conducted during an investigation involving national
security, organized crime, or terrorism, the obligations
imposed on government officials requesting access to data
stored in the Cloud remain unchanged.

In criminal investigations, a judge may order the
interception, recording, and transcription of electronic
communications where the requirements of the
investigation call for it. For investigations into terrorism,
national security, and other serious crimes, governmental
authorities are provided with expanded electronic
surveillance capabilities, and a court may authorize the
interception and recording of electronic communications
during even the preliminary stage of an investigation if
justified by the needs of the investigation. For so-called
"security interceptions," no court order is required.
Providers of encryption services are also required to hand
over encryption keys to government officials under certain
conditions. As noted above, France's anti-terrorism laws
have been characterized by some as tougher than the Patriot
Act.'”

France also has extended data retention obligations to
hosting providers, who are required under French law to
keep log data and data relating to the identity of persons
who have posted material on social networking services,
for example.

' Fighting Terrorism, French-Style, supra note 2.




7. GERMANY

Under German law, criminal prosecutors and certain
regulatory agencies may request a court order to obtain
access to an organization’s data stored on the servers of a
third-party Cloud computing service. To obtain such an
order, the government must demonstrate to a judge that
there exists a sufficient reason to believe that the data
contains evidence relevant to a criminal offense.

In addition, under the Telecommunications Act, German
prosecutors have a right to request certain non-content data
(e.g., telephone numbers, addresses, birth dates) stored by
telecommunications service providers to the extent
necessary to prosecute violations of law, to avert danger to
public safety or order, or to discharge legal functions of the
government. This customer data must be disclosed to the
government by the telecommunications provider upon
request, with no prior court order. A Cloud service
provider would be considered a telecommunications service
provider to the extent it provides certain communications
services to third parties (such as instant messaging, web
conferencing, or email services). These required
disclosures come with a “gag order” provision that
prohibits the telecommunications service provider from
disclosing to third parties, including its customers, the fact
that it received the request.

Moreover, German data protection authorities may request
information regarding data stored on the servers of a Cloud
service provider to verify compliance with the Data
Protection Act and are granted the right to request access
to a Cloud service provider’s servers to conduct audits (to
the extent necessary to verify compliance with German data
protection law).

In certain circumstances, a Cloud service provider may not
voluntarily disclose customer data to government
authorities. For example, where a Cloud service provider is
considered a telecommunications service provider under
the Telecommunications Act, disclosure of any customer
content data to the government without explicit statutory
permission would be a breach of the Cloud service
provider’s obligation to maintain the secrecy of
telecommunications. In addition, Cloud service providers
cannot disclose personal data without explicit statutory
permission, such as through the Telecommunications Act
or Data Protection Act. Otherwise, there do not appear to
be any specific laws expressly prohibiting the disclosure of
customer data.

In general, the target of a government search — including a
customer of a Cloud service provider — must be informed
by the government about the search. This notice must take
place as soon as it can be effected without endangering the
purpose of the investigation. However, as noted below, for
investigations into serious criminal offenses, national

security, or terrorism, the Federal Office of Criminal
Investigation (BKA) may, in some instances, conduct a
search or monitor ongoing telecommunications without
providing notice to the target or to other affected persons.

In principle, a court order for a search at a Germany-based
Cloud service provider may not be extended to a search of
the provider’s services located abroad, even though
technically such servers may be accessible through the
provider’s computing equipment. Therefore, to request
data located on the servers of a German Cloud service
provider that are located outside of Germany, the German
government would need to request assistance from
governmental authorities in the country in which the
servers are located. A request for customer data under the
Telecommunications Act or Data Protection Act, on the
other hand, might encompass servers located abroad,
although the law is unclear on this.

The above rules also apply to investigations involving
national security or terrorism. However, given the weight
of the criminal offenses in these cases, the courts may grant
the government more leeway when determining whether to
permit a search for these types of investigations. In
addition, the BKA may, in investigations concerning
serious criminal offenses, national security, or terrorism,
use a “Federal Trojan" (a government-issued computer
virus) to search a Cloud provider’s servers, monitor
ongoing communications, or collect communication traffic
data without the knowledge of the target. The government
can use a Federal Trojan if a serious danger exists, such as
a risk to a person’s life, the security of the state, terrorism,
or important interests of the general public. The BKA also
may request that a Cloud provider produce information
because it is a telemedia service provider. Other federal
intelligence services also are authorized to request
information stored by a “service provider of teleservices or
telecommunications,” but the request must be ordered by
the responsible Federal Ministry, the Federal Chancellery,
or the Federal State Authority.

The German government may apply for a court order
allowing for the interception and recording of electronic
communications without the knowledge of the subject of
the surveillance if there is evidence that the subject
committed a serious offense, the offense is “of particular
gravity in the individual case,” and other means of
establishing the facts would be much more difficult. In
addition, in exigent circumstances the prosecutor’s office
may issue such an order, but its continued validity is
contingent upon subsequent confirmation by the court. In
the event that an order has been issued or confirmed by the
court, the government is not required to notify the subject
of the surveillance until notice can be effected without
endangering the purpose of the investigation. Finally, the
G10 Act provides German intelligence services with the
authority to monitor and record telecommunications in the



investigation of a serious crime or a threat against national
security, such as terrorism. The intelligence service is not
required to obtain a court order. Rather, the surveillance
must be ordered by the responsible Federal Ministry or
Federal State Authority.

Germany

For investigations into serious criminal offenses, national
security, or terrorism, the Federal Office of Criminal
Investigation (BKA) may, in some instances, conduct a
search or monitor ongoing telecommunications without
providing notice to the target or to other affected persons.

8. IRELAND

The Irish government may require a Cloud service provider
to disclose customer data through a search warrant, which
a judge may issue if there are reasonable grounds to suspect
that the data contain evidence relating to an arrestable
offense. A Cloud service provider that constitutes an
“electronic communications service” is required to retain
certain non-content data resulting from the use of its
service for one year. Irish government authorities can issue
a disclosure request to access this data if required to
detect, investigate, or prosecute a serious offense (carrying
a maximum sentence of greater than five years) or a tax
offense, for national security purposes, or to save human
life. There is comparatively limited judicial oversight of
disclosure requests; a High Court judge is nominated to
ascertain whether the government is complying with the
law and issue a report on this to the Irish Prime Minister.

No law expressly prohibits Cloud service providers from
voluntarily providing customer data in response to a
government request. However, if that customer data
contains personal data, disclosing it to the government
could violate Irish data protection law if the disclosure is
not authorized by law. There is no general requirement that
a Cloud service provider must notify its customers prior to
disclosing their data to the government.

As with the rule in the United States, so long as there is an
entity in Ireland over which the Irish government can assert
jurisdiction, Irish authorities can require the entity to
produce customer data from a Cloud server located in
another country but under the entity’s control. Therefore,
the Irish government can require a Cloud service provider
to obtain data from both domestic and foreign servers
through the preceding legal mechanisms.

Irish law allows for disclosure requests to be made on
broad national security grounds, even where not directly
connected to a criminal investigation. Furthermore, the
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Irish courts may be more permissive of government
requests in the context of national security investigations.

Ireland

As with the rule in the United States, so long as there is an
entity in Ireland over which the Irish government can assert
jurisdiction, Irish authorities can require the entity to produce
customer data from a Cloud server located in another
country but under the entity’s control.

Under Irish law, the Minister for Justice may authorize the
interception of electronic communications where necessary
for national security or in furtherance of a criminal
investigation. A wiretap can only be used for the
investigation of a serious offense if investigations not
involving interception will fail to produce the relevant
evidence in a timely manner and there is a reasonable
prospect that the intercepted evidence would be of material
assistance. Once a Ministerial authorization has been
provided, there appear to be few limitations on the ability
of government to access the information.

9. JAPAN

In Japan, government officials can request and obtain
access to an organization’s data stored on the servers of a
third-party Cloud computing service through the use of
search warrants issued by a judge where it is reasonably
supposed that the servers contain data relevant to a
suspected crime. Japanese civil courts and the Japanese
legislature can order third parties to produce data as well,
which could extend to data residing on Cloud servers
located in Japan.

Japanese law generally prohibits Cloud service providers
from voluntarily disclosing to governmental authorities
customer communications, non-content customer data,
personal information, and telecommunications logs without
a search warrant or statutory authorization. There is no
general requirement, however, that a Cloud service
provider must notify its customers prior to disclosing their
data to the Japanese government pursuant to a search
warrant.

Japan

There is no general requirement that a Cloud service
provider must notify its customers prior to disclosing their
data to the Japanese government pursuant to a search
warrant.

The ability of Japanese officials to access Cloud data
depends on the location of the server storing the data. If




the server is located in Japan, the data are accessible
through a search warrant. If the data reside on a server
located outside of Japan, government officials must rely on
cooperation with government authorities in other countries
to assist in obtaining the data."'

There are no special rules regarding government access to
Cloud data during the course of national security or
terrorism investigations.

Under Japanese law, the government may intercept
electronic communications in connection with an
investigation of serious crimes. However, the government
can only resort to wiretapping if there is no other way to
obtain the evidence, and in such cases it must first obtain a
court-issued warrant. Only prosecutors and police officers
the rank of superintendent and above may seek a warrant
authorizing the interception of electronic communications.

10. SPAIN

Under Spanish laws, government authorities are entitled to
request and obtain access to data considered necessary for a
government investigation. The procedures followed by
different authorities vary. Generally speaking, government
authorities are not required to obtain a court warrant issued
by a judge to enter the premises of an investigated entity.
However, these powers are limited by the constitutional
inviolability of domicile principle, which prohibits the
government from executing a search without consent or a
court warrant at the “registered office” of a company —
usually the location of the company’s legal representation
or where its main activities are carried out — unless there is
a “flagrant” criminal offense (i.e., the criminal is caught in
the act of committing the offense).

Spain

Under Spanish laws, government authorities are entitled to
request and obtain access to data considered necessary for
a government investigation.

It would be lawful for a Cloud service provider to
voluntarily provide customer service data to a government
official at the official’s request, except for investigations of
the Cloud service provider’s registered office or where

" Under a recently revised criminal procedure law, Japanese law
enforcement officials may obtain copies of data located on a
remote server if a computer in Japan is able to create, change, or
delete data on the server, even if the server is located outside of
Japan. Although computers of Cloud providers may be able to
change or delete customer data, the Japanese Ministry of Justice
currently takes the position that computers of Cloud providers are
not subject to the law. It is not certain, however, whether Japanese
courts would read this same limitation into the law.
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otherwise prohibited by a specific law, such as data
protection law. There is no general requirement that a
Cloud service provider must notify its customers prior to
disclosing their data to the government.

When an entity is subject to Spanish laws, government
authorities are entitled to investigate its conduct and request
and access data wherever it is stored. Therefore, the
Spanish government can require a Cloud service provider
to obtain data from both domestic and foreign servers
through the preceding legal mechanisms.

Where there is an exceptional or urgent need in the case of
terrorism or organized crime, the police are allowed to
enter and search the premises of a company without the
need for a court warrant or the owner’s consent, including
Cloud servers.

Generally, the government must obtain a court-issued
warrant in order to intercept electronic communications.
Such warrants must be founded on sufficient evidence that
the intercepted communication would be material to a
criminal investigation, and the process is subject to judicial
oversight. In certain limited instances, the government may
perform electronic surveillance without first obtaining a
court-issued warrant.

11. UNITED KINGDOM

The United Kingdom (“UK”) government may require a
Cloud service provider to disclose customer data in the
course of a government investigation through a number of
legal mechanisms. The government can request that a
judge issue a search and seizure warrant, which the court
will grant if the government can demonstrate that there
exist reasonable grounds to believe that a criminal offense
(other than a minor criminal offense) has been committed
and the data are likely to be of substantial value to an
ongoing criminal investigation.

British governmental authorities also can obtain a
disclosure order for communications data — i.e., certain
non-content data such as traffic, usage, and customer data
about users of a telecommunications service — if necessary
for national security; to prevent or detect crime or disorder;
to ensure the economic well-being of the UK; to ensure
public safety; to protect public health; to assess or collect
any tax or any charge payable to the government; or to
prevent or mitigate death or injury to a person. These
orders must be proportionate for the purposes for which
they are sought, particularly with reference to the rights of
third parties who are not being investigated. A Cloud
service provider would most likely be considered a
“telecommunications service” if it provides Cloud-based
communications services (e.g., instant messaging, web
conferencing, or email services). In cases where the
government believes that the investigation might be



compromised by requesting that the Cloud service provider
collect the data itself, it may apply for an authorization to
obtain the communications data directly, which could
involve wiretapping, hacking, or even a physical dawn-raid.
These measures, however, likely only would be used in
extreme circumstances.

United Kingdom

The government may intercept communications if doing so is
‘necessary” in the interests of national security; for the
prevention or detection of a serious crime; to safeguard the
economic well-being of the UK; or in response to a request
under an international mutual legal assistance agreement.
There is no need for court approval and the details of such
an ‘“interception warrant” must be kept secret.

No law expressly prohibits a Cloud service provider from
voluntarily transmitting customer data in response to a
government request, although if personal data are involved,
any disclosure would need to comply with data protection
law. There is no general requirement that a Cloud service
provider must notify its customers prior to disclosing their
data to the government. In fact, notification may even be
prohibited or risky in certain circumstances, such as when
notification would compromise an investigation.

Where British governmental authorities have a warrant or
order to obtain electronic data, they have the power to
require the search of any information contained in the
computer and accessible from the premises. In other
words, as long as foreign Cloud servers can be accessed
from premises in the UK, the police could require the
Cloud service provider to also turn over data located on the
foreign servers.

Under the Intelligence Services Act, British Secretaries of
State have broad powers to issue warrants for the British
Security Service, the Intelligence Service, or the
Government Communications Headquarters to enter into
property and seize any data that may be required. Where
there are terrorism or national security threats, these
agencies would be far more likely to exercise their powers
under these laws.

The government may intercept communications if doing so
is “necessary” in the interests of national security; for the
prevention or detection of a serious crime; to safeguard the
economic well-being of the UK; or in response to a request
under an international mutual legal assistance agreement.
However, the government actor must first apply to the
Secretary of State for an “interception warrant.” There is
no need for court approval and the details of an
“interception warrant” must be kept secret. In addition, as
noted above, governmental authorities can apply for an
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authorization to directly obtain “communications data” by
use of a wiretap, but it is likely that such measures would
be used sparingly.

12. EUROPEAN UNION LEGAL REFORM

In January 2012, the European Commission proposed a
new Regulation and new Directive concerning the privacy
of personal data. The Regulation would apply to
commercial collection and use of personal data and
generally is viewed as increasing protections for personal
data. However, the Directive — which is directed at law
enforcement access to personal data — is generally viewed
as providing law enforcement with continued substantial
access to personal data. Concerning the law enforcement
data access Directive, the European Data Protection
Supervisor, Peter Hustinx, has said:

The proposed rules for data protection in the law
enforcement area are unacceptably weak. In
many instances there is no justification
whatsoever for departing from the rules provided
in the proposed Regulation. The law
enforcement area requires some specific rules,
but not a general lowering of the level of data
protection.12

The European Data Protection Supervisor is concerned in
particular with legal uncertainty about further use of
personal data by law enforcement authorities, the fact there
is no requirement for law enforcement authorities to
demonstrate compliance with data protection requirements,
the low standards for transfers of personal data to other
countries, and the limited powers of data protection
supervisory authorities. In short, the proposals for reform
of privacy rules in the EU do not contemplate altering the
current environment in which law enforcement has
significant access to data in the Cloud.

European Union

Proposals for reform of privacy rules in the EU do not
contemplate altering the current environment in which law
enforcement has significant access to data in the Cloud.

2 Press Release, European Data Protection Supervisor, EDPS
applauds strengthening of the right to data protection in Europe,
but still regrets the lack of comprehensiveness, EDPS/12/7, March
7, 2012, available at
http://europa.eu/rapid/pressReleases Action.do?reference=EDPS/12

[1&format=HTML&aged=0&language=EN&guiLanguage=en.




Graphical lustration

The chart that follows graphically illustrates the descriptions set forth above concerning governmental access to data in the
Cloud, by jurisdiction.

GOVERNMENTAL AUTHORITIES’ ACCESS TO DATA IN THE CLOUD: A COMPARISON

May
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overnment Cloud provider? . .
ir% estioation? p a judge?” and disclose the
v ?
g data?
Yes, except for personal
Australia Yes data without a legal No Yes Yes Yes
purpose
Yes, except for personal
Canada Yes data without a legal No Yes Yes Yes
g
purpose
Yes, except for personal
Denmark Yes data without a legal No Yes Yes Yes
purpose
Yes, except for personal
France Yes data without a leg_a ! No Yes Yes Yes
purpose, electronic
communications
Yes, except may .
e 7 No, not without
withhold until .
. cooperation from
disclosure no longer N
Yes, except for personal ; the other country’s
data without a legal would compromise overnment, € cépt
W u . . . . X
Germany Yes & the investigation of in Yes Yes & ?
purpose, electronic . Lo for
L investigation of L
communications . . telecommunication
serious criminal
. s customer non-
offenses, national
; . content data
secutity, o terrorism
Yes, except for personal
Ireland Yes data without a legal No Yes Yes Yes
purpose
No, not without
Japan Yes No — must request data No Yes Yes cooperation from
P through legal process the other country’s
government”
Yes, except for personal
Spain Yes data without a legal No Yes Yes Yes
purpose
United Yes, except for personal
Kinodom Yes data without a legal No Yes Yes Yes
g purpose
Yes, for content data,
except when the
. overnment obtains a
United No — must tequest data &
Yes search warrant or Yes Yes Yes
States through legal process

unless disclosure
would compromise
the investigation

" “Review by a judge” encompasses ecither an initial review when issuing the court order, warrant, etc or subsequent review when the court order,

wartant, etc is challenged by the setvice provider or customer

* Under a recently revised criminal procedure law, Japanese law enforcement officials may obtain copies of data located on a remote server if a
computer in Japan is able to create, change, or delete data on the server, even if the server is located outside of Japan Although computers of Cloud
providers may be able to change or delete customer data, the Japanese Ministry of Justice currently takes the position that computers of Cloud
providers are not subject to the law Itis not certain, however, whether Japanese courts would read this same limitation into the law

13




Smith, Mary

From: Grier, Jean

Sent: Thursday, June 14, 2012 2:27 PM

To: McHale, Jonathan

Cc: Smith, Mary

Subject: RE: Shared Services has invoked the National Security Exception in connection with data

centre procurements for Shared Services

Jonathan — can you verify the facts with your Canadian contacts. (CKE)

(b) (5)

From: McHale, Jonathan

Sent: Monday, June 11, 2012 4:59 PM

To: Grier, Jean

Subject: RE: Shared Services has invoked the National Security Exception in connection with data centre procurements
for Shared Services

(b) (5)

From: Grier, Jean

Sent: Sunday, June 10, 2012 5:05 PM

To: McHale, Jonathan

Subject: RE: Shared Services has invoked the National Security Exception in connection with data centre procurements
for Shared Services

Jonathan — is this something we need to raise with Canada?

From: Melika Carroll [mailto (NG I salesforce.com]
Sent: Wednesday, May 30, 2012 3:49 PM

To: McHale, Jonathan

Cc: Grier, Jean

Subject: RE: Shared Services has invoked the National Security Exception in connection with data centre procurements
for Shared Services

Jonathan, Jean,
Here is the Canadian Govt document {only ~2 pages)- after talking to a few others, it looks like some of the rational for

this is initiative over certain foreign made {possibly Chinese?) tech products. Still not helpful...

From: McHale, Jonathan [mailto:Jonathan McHale@ustr.eop.gov]

Sent: Wednesday, May 30, 2012 2:31 PM

To: Melika Carroll

Cc: Grier, Jean

Subject: RE: Shared Services has invoked the National Security Exception in connection with data centre procurements
for Shared Services

Very interesting (and not helpful on the part of Canada...); thanks. Looping in Jean Grier.

From: Melika Carroll [m_ajtgm-isa!esforce.com]
Sent: Wednesday, May 30, 2012 1:31 PM




To: McHale, Jonathan

Subject: Shared Services has invoked the National Security Exception in connection with data centre procurements for
Shared Services

Hi Jonathan,

I thought you might be interested in this ... it just came out —we are in Ottawa today...'m trying to get a copy of this
announcement:

Shared Services has invoked the National Security Exception in connection with data centre procurements for Shared
Services
http://www.itbusiness.ca/IT/client/en/CDN/News.asp?id=67699

mel



McHale, Jonathan

From: Caitlin Fennessy <Caitlin.Fennessy@trade.gov>
Sent: Monday, February 13, 2012 1:31 PM

To: McHale, Jonathan

Subject: RE: Thanks and 2011 Changes to BC law

{ think a call with Salesforce/IBM would be great. At a recent cloud meeting at State, | also met Perry Robinson, who is
VP and Associate GC for rackspace Hosting, who was having problems in BC. He is the one that suggested the encryption
angle and so might be good to loop in. Would you like me to set something up or would you like to? {am here this
week and then on travel for 2 weeks. If you want me to set something up, do you have a suggestion for the most
relevant IBM contact? |assume Dan Burton at Salesforce.

Thanks.

From: McHale, Jonathan [mailto:Jonathan McHale@ustr.eop.gov]
Sent: Monday, February 13, 2012 1:26 PM

To: Caitlin Fennessy

Subject: RE: Thanks and 2011 Changes to BC law

Thanks. [t was very helpful. Don’t know when the next Canada consultations take place, but will let you know. April at

ceoma o S
(b) (9) worth talking first wi e companies, though, to make sure that would work. Would you like to do a

conference call with Salesforce and/or IBM?

From: Caitlin Fennessy [mailto:Caitlin.Fennessy@trade.gov]
Sent: Monday, February 13, 2012 1:13 PM

To: McHale, Jonathan

Subject: Thanks and 2011 Changes to BC law

Jonathan,
I thought that was a very helpful conversation. (b) ()

Regardless, |
e conversation was a good starting point. Do you know when your next opportunity to raise these issues with
your Canadian counterpart will be? | wanted to share with you the November 2011 changes to the relevant provisions
on transborder data flow. | highlighted the new provisions in the attached document. Please let me know if you'd like
to discuss further.
Thanks, again.
Caitlin

Caitlin Fennessy, CIPP

International Privacy Policy Analyst
Office of Technology and E-Commerce
U.S. Department of Commerce
(202)482-0396



McHale, Jonathan

From: Caitlin Fennessy <Caitlin.Fennessy@trade.gov>
Sent: Monday, February 13, 2012 8:38 AM

To: McHale, Jonathan

Subject: RE: Random thought on Canada...

Jonathan,

I think thatis a great thought and it is one solution that a cloud provider | spoke with a few weeks ago suggested we
offer to the Canadians. | do not know encugh about encryption to know if that would work, but | think it is certainly
worth raising on the call today if the opportunity arises.

Thanks.

From: McHale, Jonathan [mailto:Jonathan McHale@ustr.eop.gov]
Sent: Friday, February 10, 2012 5:31 PM

To: Caitlin Fennessy

Subject: Random thought on Canada...

Why, if a cloud service supplier let their Canadian customers encrypt data, and hold the key in Canada, would there be

concern about data stored in the US? QX&)

Jonathan McHale
imchale@eop.ustr.gov
202-395-9533




Smith, Mary

From: Grier, Jean

Sent: Monday, September 17, 2012 10:02 AM

To: McHale, Jonathan; Smith, Mary

Subject: FW: IT1 letter on Canada E-Maii Project / National Security Exception

We can do the call in my office. Thanks.

From: (QXQ) dinternational.gc.ca [mailto G dinternational.gc.ca]

Sent: Friday, September 14, 2012 1:59 PM

To: Grier, Jean

Cc: Smith, Mary; McHale, Jonathan; Milligan, Greta; ((QX@) @international.gc.ca; (QKE)

(b) (6) @international.gc.ca; [(QXE) @international.gc.ca; (X&) @international.gc.ca;
(b) (6) @international.gc.ca; [(QXE) dinternational.gc.ca

Subject: RE: ITI letter on Canada E-Mail Project / National Security Exception

ok. 2:00.

Sylvie, please set up conference call and send details to this distribution list.

From: Grier, Jean [mailto:Jean Grier@ustr.eop.gov]

Sent: September 14, 2012 12:11 PM

To: Thompson, Kevin -TPZ

Cc: Smith, Mary; McHale, Jonathan; Milligan, Greta; Cardinal, Laurent -TND; Langlois, Marie-Josée -TNE; Khabayan,
Vasken -WSHDC -TD; Emard, Sylvie -TPZ

Subject: Re: ITI letter on Canada E-Mail Project / National Security Exception

We could do the call at 2pm on Monday.
{Sent from Blackberry Wireless)

dinternational.gc.cal

From:((QXG) @international.gc.ca [mailto {QKQ)

Sent: Thursday, September 13, 2012 10:28 AM
To: Grier, Jean
C

c: Smith, Mary: McHale, Jonathan; Milligan, Greta; (b) (6) @international.gc.ca
W@mtematlonal ge.ca>; (QXG)

@international.gc.ca {QXE)

OICEE 2 nternational.gc.ca > (DG @international.gc.ca {BIE) @international.gc.ca>;
OXICOEE-ntcrnational.gc.ca <SG dinternational.gc.ca>
Sub]ect RE: ITI letter on Canada E-Mail Project / National Security Exception

Jean, would any time on September 17 between 11:00 and 3:00 work for you?
I will ask Sylvie to send you a telephone conference call-in details.

Kevin

From: Grier, Jean [mailto;Jean Grier@ustr.eop.gov]

Sent: September 4, 2012 2:14 PM

To: Thompson, Kevin -TPZ

Cc: Smith, Mary; McHale, Jonathan; Milligan, Greta; Cardinal, Laurent -TND; Langlois, Marie-Josée -TNE; Khabayan,




Vasken -WSHDC -TD
Subject: RE: ITI letter on Canada E-Mail Project / National Security Exception

Kevin,

Since TPP goes (for some of us) through next week, let’s look at the week following — would Sept. 17 or 19" work for
you?

Thanks.

Jean

From: (QXG)] international.gc.ca [mailto:{(KG @international.gc.ca]

Sent: Tuesday, September 04, 2012 2:06 PM

To: Grier, Jean

Cc: Smith, Mary; McHale, Jonathan; Milligan, Greta; (NG dinternational.gc.ca; (QXQ)
Mintemationa!.qc.ca; (b) (6) @international.gc.ca

Subject: RE: ITI letter on Canada E-Mail Project / National Security Exception

Jean,

A call at 2:00 is not going to work. | just got back from vacation and am working my way through backed up emails.
We have had to deal with vacation issues at Shared Service Canada as well. How about next week, after TPP.
Kevin

From: Grier, Jean [mailto:Jean Grier@ustr.eop.gov]

Sent: September 4, 2012 12:34 PM

To: Thompson, Kevin -TPZ

Cc: Smith, Mary; McHale, Jonathan; Milligan, Greta; Cardinal, Laurent -TND; Langlois, Marie-Josée -TNE; Khabayan,
Vasken -WSHDC -TD

Subject: RE: ITI letter on Canada E-Mail Project / National Security Exception

Kevin —is a call today at 2pm going to work for you?

From: Grier, Jean
Sent: Monday, August 27, 2012 12:05 PM
LCHI(b) (6) dinternational.gc.ca’

Cc: Smith, Mary; McHale, Jonathan; Milligan, Greta: (K] @international.gc.ca; (NG
Minternational.qc.ca; @h@international.qc.ca ’

Subject: RE: ITI letter on Canada E-Mail Project / National Security Exception

Hi Kevin,

We can schedule the call for next week if it is early in the week as TPP negotiations begin on Thursday., Would 2:00pm
on Tuesday, Sept. 4" work for you?

Also, | am attaching a second letter that the Information Technology Industry Council sent last week to Public Works and
Information Canada.

Thanks.

Jean

@international.gc.ca [mailto (SXG)) dinternational.gc.cal

Sent: Thursday, August 16, 2012 10:01 AM
To: Grier, Jean

Cc: Smith, Mary; McHale, Jonathan; Milligan, Greta; (S dinternational.gc.ca; (QXG)
international.gc.ca; {(QXGE) Dinternational.gc.ca

Subject: RE: ITI letter on Canada E-Mail Project / National Security Exception

Jean,

Thank you for your email. | will unfortunately be out of the office the week of August 27. Can we try to schedule a call for
the week of September 4 (September 3 being Labour Day)?

Kevin

Kevin Thompson

Director | Directeur

Government Procurement, Trade and Environment Division | Direction des marchés publics, commerce et environnement

TPZ
@international.gc.ca

IEE(D) (6)
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From: Grier, Jean [mailto:Jean Grier@ustr.eop.gov]

Sent: August 10, 2012 3:17 PM

To: Thompson, Kevin -TPZ

Cc: Smith, Mary; McHale, Jonathan; Milligan, Greta

Subject: ITI letter on Canada E-Mail Project / National Security Exception

Hi Kevin,

To follow-up our discussion in Geneva on Canada’s new Email Transformation Initiative, I am forwarding
comments that the Information Technology Industry Council sent recently to Public Works and
Government Services Canada. We would like to set up a telephone call with you the week of August 27 to
discuss the issues that they have identified. In that call, we would also appreciate an update on your
sIEIalRes]Referred to Canadian Embassy for clearance
Referred
I will be out for the next two weeks so let’s coordinate early the week of August 27 regarding a time for a
telephone call.

Thanks.

Warm regards,

Jean

Jean Heilman Grier

Senior Procurement Negotiator

Office of the U.S. Trade Representative

Tel: 202/395-9476

Email: jean grier@ustr.eop.gov




Smith, Mary

From: Grier, Jean

Sent: Monday, October 01, 2012 3:21 PM

To: Kriz, Danielle; McHale, Jonathan; Smith, Mary

Subject: RE: Jean- Q on Canada call- companies too? RE: Setting a call next week to talk
Canada?

Attachments: Shared Services Canada

Danielle,

We are fine with you including your companies on the call. Also, | am attaching the response that | received
from Kevin Thompson. As you will see, he has invited further questions — in writing. So, please send any
guestions that you might want us to send to him.

Jean

Jean Heilman Grier

Senior Procurement Negotiator

Office of the U.S. Trade Representative
Tel: 202/395-9476

Email: jean grier@ustr.eop.gov

From: Kriz, Danielle [{OXOIMitic.org]

Sent: Monday, October 01, 2012 2:58 PM

To: Grier, Jean; McHale, Jonathan; Smith, Mary

Subject: Jean- Q on Canada call- companies too? RE: Setting a call next week to talk Canada?

Jean,

I had a thought this AM- did you want just me on the call, or did you want me to invite ITt companies? | hadn’t invited
any yet but if you're open to it, | can do so {many are following the Canada issue closely and would welcome the
opportunity). If you'd rather it just be me that's totally fine.

Just wanted to check — let me know either way.

Thanks!
Danielle

From: Grier, Jean [mailto;:Jean Grier@ustr.eop.gov]
Sent: Friday, September 28, 2012 5:32 PM

To: Kriz, Danielle; McHale, Jonathan; Smith, Mary
Subject: RE: Setting a call next week to talk Canada?

Hl Danielle,

{ am just back from China, and could do a call next week — between noon and 3 on Tuesday. Let’s pencil in 1:30 or 2:00,
and see whether that would work for Jonathan and Mary Smith from our Canada office.

Jean



Jean Heilman Grier

Senior Procurement Negotiator

Office of the U.S. Trade Representative
Tel: (202)355-9476

From: Kriz, Danielle itic.or

Sent: Friday, September 28, 2012 5:19 PM

To: Grier, Jean; McHale, Jonathan

Subject: Setting a call next week to talk Canada?

Jean,
| just tried to call you but see you're on travel. Would you and Jonathan have time for a call next week to discuss
Canada? I'm very interested in hearing how your convo with DFAIT went,

I'm free between noon and 3 Tues or anytime Thurs, if you both might have some availability then.

Thanks!
Danielle

Danielle Kriz

Director, Global Cybersecurity Policy
Information Technology Industry Council (IT1)
1101 K St. NW

Suite 610

Washington, DC 20005

work: 202{QKQ)
cell: 2023



Smith, Mary

From: Grier, Jean

Sent: Wednesday, June 20, 2012 7.03 PM
To: Smith, Mary

Subject: Re: Cloud issues

Yes. | am hoping to find time tomorrow to look at the issue.
{(Sent from Blackberry Wireless)

From: Smith, Mary

Sent: Wednesday, June 20, 2012 06:50 PM
To: Grier, Jean

Subject: Cloud issues

Jean, | will be in Ottawa tomorrow and will meet with Laurent Cardinal to discuss bilateral issues.

Are you OK with my flagging generally the issues David Ross has identified.

I’Il let him know that industry is concerned and we will likely be in contact with Canada in the coming weeks after we
have more information.

Thanks, Mary



Smith, Mary

From: Grier, Jean

Sent: Wednesday, July 18, 2012 1.09 PM
To: McHale, Jonathan; Smith, Mary
Subject: Re: ETI

Yes let's talk on Monday or Tuesday. You may want to ask industry if they have power point presentation since it was
apparently in response to their request.
(Sent from Blackberry Wireless)

————— Original Message -----

From: McHale, Jonathan

Sent: Wednesday, July 18, 2012 12:57 PM
To: Grier, Jean; Smith, Mary

Subject: RE: ETI

Can we set something up for next week, then, with DFAIT?

Also, the link to the presentation was blocked...

From: Grier, Jean

Sent: Wednesday, July 18, 2012 12:01 PM
To: McHale, Jonathan

Subject: Re: ETi

Sure. Also if you think it would be helpful to send to industry, pls do. I am in Geneva and will be back in office on

Monday.
(Sent from Blackberry Wireless)

————— Original Message -----

From: McHale, Jonathan

Sent: Wednesday, July 18, 2012 11:55 AM
To: Grier, Jean; Smith, Mary

Subject: RE: ETI

(b) (5)

From: Grier, Jean

Sent: Wednesday, July 18, 2012 11:52 AM
To: McHale, Jonathan; Smith, Mary
Subject: Fw: ETI

Canada has asked that we send (next week) any comments or questions on the program described In the attached

presentation.
(Sent from Blackberry Wireless)



----- Original i
From: [QI@) international.gc.ca [mailto {{QXG @international.gc.cal
Sent: Wednesday, july 18, 2012 07:57 AM

To: Grier, Jean

Subject: Fw: ETI

Email transformation initiative.
Kevin Thompson
Director/Directeur

TPZ -[(9XG)

————— Original Message -----

From: Netley Thompson [mailto mail.com]
Sent: Wednesday, July 18, 2012 03:31 AM

To: Thompson, Kevin -TPZ

Subject: ETI

http://www.slideshare.net/KBIZEAU/eti-industry-day-briefing-deck




McHale, Jonathan

Subject: Call re: British Columbia Privacy Law with Ministry of Citizens' Services
Location: Conference Call Number: 888-603-8935, Passcode: 54853

Start: Mon 2/13/2012 12:00 PM

End: Mon 2/13/2012 12:30 PM

Show Time As: Tentative

Recurrence: (none)

Organizer: Caitlin Fennessy

When: Monday, February 13, 2012 12:00 PM-12:30 PM (GMT-05:00) Eastern Time (US & Canada).

Where: Conference Call Number: 888{(QXE) Passcode: (X&)

Note: The GMT offset above does not reflect daylight saving time adjustments.

L VS FAVE VT TV VS VL T NE VT TF

Conference Call Number: 888{X®)
Passcode: (K@)



Smith, Mary

From: Grier, Jean

Sent: Friday, August 10, 2012 3:17 PM~

To: QIS C iternational.gc.ca

Cc: Smith, Mary, McHale, Jonathan; Milligan, Greta

Subject: ITI letter on Canada E-Mail Project / National Security Exception
Attachments: ITI comment letter Canada ETI July 23 2012.pdf

Hi Kevin,

To follow-up our discussion in Geneva on Canada’s new Email Transformation Initiative, I am forwarding
comments that the Information Technology Industry Council sent recently to Public Works and
Government Services Canada. We would like to set up a telephone call with you the week of August 27 to
discuss the issues that they have identified. In that call, we would also appreciate an update on your

Referred to Canadian Embassy for clearance

I will be out for the next two weeks so let's coordinate early the week of August 27 regarding a time for a
telephone call,

Thanks.
Warm regards,
Jean

Jean Heillman Grier

Senior Procurement Negotiator

Office of the U.S. Trade Representative
Tel: 202/395-9476

Email: jean grier@ustr.eop.gov




" Information Technology
‘ Industry Council

July 23,2012

Jason Knowles

Public Works and Government Services Canada
11 Laurier St.

Place du Portage, Phase 111

Tower C — Office 12CI — 102- 62

Gatineau, Quebec, K1A 0S5 CANADA

Via e-mail to: (YY) @Wpwgsc-tpsge.ge.ca

RE: Response to Shared Services Canada’s Email Transformation Initiative: Request for Information,
Solicitation # 2BOKB-123327/B

Dear Mr. Knowles:

The Information Technology Industry Council (ITI) appreciates the opportunity to respond to Shared
Services Canada’s (SSC) Request for Information (RFI) pertaining to the Email Transformation Initiative.

ITI is the premier voice, advocate, and thought leader in the United States for the information and
communications technology (ICT) industry. ITI's members comprise the world’s leading technology
companies, many of which provide products and services that comprise e-mail solutions, including IT
systems, communications networks, servers, and server and client applications. Further, our members are
global companies. Most derive a substantial portion of their revenues from foreign markets and have
extensive global supply chains. As a result, we have an acute understanding of the impact of international
policies on cybersecurity innovation and of the need for all governments’ policies to be consistent with
international norms. Further, as both producers and consumers of ICT products and services, our members
have extensive experience working with governments around the world on the critical issues of
cybersecurity policy and government procurement. The interests of industry and governments in
improving cybersecurity are fundamentally aligned.

We understand that SSC and Public Works and Government Services Canada seek feedback from industry
on four main topics related to the RFI. We are most concerned with, and will comment on, the more
general National Security Exception. We also provide responses to portions of sections (i) and (ii).

National Security Exception

SSC states that “The procurement related to this initiative is subject to National Security Exception and is,
therefore, excluded from all of the obligations of the trade agreements.” This Exception was described in
more detail in a May 25, 2012 memo from SSC, Notification to Suppliers: National Security Exception for
E-Mail, Network, and Data Centre Systems, Infrastructure and Services. The memo states:

This notification is being published in order to inform suppliers that Public Works and Government
Services Canada, at the request of Shared Services Canada (SSC), has invoked the National
Security Exception under Canada’s domestic and international trade agreements in connection
with procurements for SSC related to e-mail, network/telecommunications and data centre systems,
infrastructure and services. This is part of a Government of Canada strategy to create a secure,
centralized communications infrastructure.

Information Technology Industry Council

1101 K St, NW Suite 610, Washington, D.C. 20005 Innovation. Insight. Influence.
T +1(202) 737-8888, www.itic.org -
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We are extremely concerned about Canada’s invocation of the National Security Exception with regard to
its international trade obligations. In invoking such exceptions, Canada asserts its rights to, among other
things, pre-select suppliers. While we support Canada’s desire to seek a secure government
communications infrastructure, we fear that by invoking the National Security Exception, Canada will
embolden other countries—such as India, Brazil, and China, and others-- to begin to be more aggressive in
asserting such exceptions to their WTO obligations. This could have a significant negative impact on
global ICT vendors, including those based in Canada and the United States, that rely on sales in those large
and growing markets. Although countries such as India, Brazil, and China are not signatories to the World
Trade Organization (WTO)’s Government Procurement Agreement, they have made WTO commitments
related to fairly treating foreign companies that wish to participate in their commercial markets.
Unfortunately, they have begun to take actions that would shut foreign ICT companies out of their markets,
often using national security as rationale, which skirts very closely to taking similar trade obligation
exceptions. For example, in February 2012 India’s Department of Information Technology released a
Preferential Market Access (PMA) notification, mandating preferences for domestically manufactured
electronic goods for the purpose of government procurement as well as for products that have undefined
“security implications.” Brazil recently included local manufacturing and locally developed technology
requirements into its specifications for companies to bid on fourth generation (4G) telecommunications
spectrum. China has issued a rash of information-security-related national standards and policies related to
ICT security that discriminate against foreign technologies, citing national security concerns.

In short, if these countries emulate Canada, it could contribute a “race to the bottom” whereby country after
country invokes similar rationale to justify shutting foreign companies or technologies out of their markets,
which would disrupt global trade. In fact, we understand Canada’s actions to invoke its National Security
Exception has been reported in the Chinese press and also come to the attention of the Indian Government,

The application of the National Security Exception to this particular RFI is notably troublesome due to the
RFI’s broad scope. If the e-mail system in question were processing e-mails only at an extremely sensitive
level (e.g. Secret), a national security designation and potential exception could be understood. However,
the ETI’s e-mail system is meant to process a much broader and less sensitive set of e-mails. Per the RFI’s
section 6.1.2, the scope includes “Secret system (which includes Classified information up to Secret and/or
Protected information up to Protected C), and/or a Protected system, up to and including Protected B.” On
July 16, SSC issued Amendment #7 (PW-$TSS-002-24571) in response to a question regarding how these
classifications map to those in the United States. SSC responded: “There is no formally accepted GC
standard mapping Canadian classification to US classification. Based on [Communications Security
Establishment Canada] CSEC’s policies and experience exchanging information with the US and the
knowledge of their handling requirements, this mapping should be used in the context of the ETI project:

Canadian Marking Equivalent US Marking

Unclassified Unclassified

Protected A Unclassified//FOUO (For Official Use Only)
Protected B Confidential

Protected C Secret

Information Technology Industry Council

1101 K 5¢t, NW Suite 610, Washington, D.C. 20005 Innovation. Insight. Influence
T +1(202) 737-8888, www.iticorg g
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Confidential Confidential
Secret Secret
Top Secret Top Secret”

We question whether e-mails considered unclassified rise to the level of national security. While it
certainly is important that all government e-mails be appropriately secured, the level of security required
should be commensurate with the risks involved. Asserting a national security exception should be
reserved for very narrow and clearly justifiable cases, not applied generally to projects where great portions
of that project have no palpable national security interest. Per the Global Information and
Communications Technology (ICT) Industry Statement. Recommended Government Approaches to
Cybersecurity, June 2012, we recommend that governments “Limit any prescriptive requirements to areas
of the economy that are highly sensitive, such as government intelligence and military networks. Many
governments may justifiably have very stringent requirements for security technologies sold into
intelligence and military networks. Government procurement requirements for such systems should not
extend to other government networks, government-licensed networks or to privately run infrastructure or
commercial companies.'

In addition to the aforementioned concerns, it is important to note that the approach Canada is taking could
also lead to decreased security of the Canadian Government’s information systems—the opposite of what
Canada intends. Invoking a blanket National Security Exception, which then is used to justify various
constraints on bidders, will likely restrict the suppliers or technologies from which the government may
procure. This in turn means that Canada may not have access to the widest range of leading-edge security
technologies available. It is imperative that governments such as Canada set an example for others around
the world as to the importance of allowing global competition in their markets.’

Our companies are committed to working with our government partners to improve cybersecurity. We
would welcome the opportunity to talk with SSC and other Canadian government entities about global
approaches to security of government information systems that are based on best practices as opposed to
regulations that hinder market competition.

t Global Information and Communications Technology (ICT) Industry Statement: Recommended Government Approaches to
Cybersecurity, June 2012. Issued by the Information Technology Industry Council (ITI), DIGITALEUROPE, and the Japan
Electronics and Information Technology Industries Association (JEITA). See http://www.itic.org/dotAsset/51ad6069-9f1b-4505-
b2£t-b03140484586.pdf

2 Although outside the scope of this ETI RFI, we also would like to state our concerns with the use of this National Security
Exception for other projects. SSC’s RFP for “Integrated Communications and Support Services (ICSS) — for IP Telephony
Equipment and Service,” requires that bidders certify that the design, assembly, and integration of sub-assemblies of hardware
and licensed software composing the information system proposed in its bids occur withn one or more” of a list of 29 countries
(although the components of the information system can be manufactured outside of this list). The security of technology and
services is not dependent on by whom, or where, the products or services are made. Rather, security is a function of how
products or services are produced, procured, and maintained.

Information Technology Industry Council
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1 (i): The Ability to meet the anticipated mandatory requirements provided in Part III of the RFI

13: SECURITY REQUIREMENTS
13.4 Canadian Citizenship for Support Personnel
All engineering and technical support personnel must be Canadian citizens.

We respectfully disagree that Canadian citizenship should be required for all engineering and technical
support personnel. First, the security of technology and services is not dependent on by whom, or where,
the products or services are made. Rather, security is a function of how products or services are produced,
procured, and maintained. Restricting the pool of engineering and technical support talent to Canadian
citizens could mean that the bid winner (and all of its subcontractors) will have only a limited pool of talent
from which to choose. While we have no doubt Canada has a large number of talented engineers, it is very
possible that skill sets needed for certain tasks could reside in companies’ non-Canadian citizen
workforces.

Second, given the complexity of ICT product development and global supply chains it is highly unlikely
that companies could document the nationality of every single person involved in a technology’s design
and development. This is particularly true for software, where different components of the product may be
actively developed in different locations. Further, some products include open source software that is wide
open for global input, with no practical way to determine “nationality.”

Finally, as with our comments above on Canada’s very broad application of national security exception to
this e-mail project, a broad mandate regarding all personnel is equally troubling. It is imperative to be
judicious regarding which positions related to this project genuinely need parameters around them,
including citizenship. Echoing our comments made earlier, while we support Canada’s desire to seek a
secure government communications infrastructure, we fear that Canada issuing a blanket requirement for
Canadian citizenship will embolden other countries to impose similar citizenship requirements to bid on
their government projects—which, depending on the project, could potentially exclude Canadian citizens.
We suggest that Canada instead invoke any citizenship requirements only when required for clearly defined
portions of the ETL

13.5 Data Sovereignty
a) All e-mail servers and data repositories must be housed in Canada.

Comment: We urge governments worldwide to prohibit local infrastructure mandates. Such mandates are
discriminatory and contrary to the notion of cross-border trade. Further, national security does not
necessarily equate with territoriality of data. For example, facilities in another country (such as the United
States) could be more secure than domestic-only ones if the U.S. facilities are built at scale. Finally, such a
mandate also could embolden other countries to impose similar requirements, which could be extremely
disruptive to global cross-border data flows, affecting a wide range of multinational companies, likely
including those based in Canada.

Information Technology Industry Council

1101 K 5¢, NW Suite 610, Washington, D.C. 20005 !r‘ul’l(_.!‘-.-fdl on Ir 1S i.‘_?} it lr‘-”[."_‘f 1Ce.
T+1(202) 737-8B888, www.itic.org
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¢) In the event of unauthorised access to Canada’s data (e.g. access that has not been expressly
permitted by Canada) within the Email Solution (e.g. to comply with a foreign government’s
production order), there will be no limit to the Email Solution provider’s liability to Canada for such
unauthorised access.

Comment: We are very concerned with a provision of unlimited lability. Liability must be
commensurate to some degree with the value of the contract.

13.6 Supply Threats to the Government of Canada

In addition to the threat of cyber attack, there is a growing awareness of the risks posed by
potentially vulnerable or shaped technologies that may be entering the GC communications
networks and IT infrastructure through the supply chain. The Contractor must provide the GC with
a list of all hardware and software manufacturers and vendors proposed to be used in the IT
Infrastructure and Services of the ETI in advance of contracting with them. Canada reserves the
right to reject a hardware or software manufacturer and/or vendor for security and/or business
stability reasons.

Comment: A requirement to name all hardware and software vendors and manufacturers proposed to be
used, with the possibility that Canada could reject a manufacturer and/or vendor for “security and/or
business stability reasons” is of concern. We fear that such a requirement could lead to exclusion of
vendors based on country of origin or the nationality of the technology vendor. The Global Information
and Communications Technology (ICT) Industry Statement: Recommended Government Approaches to
Cybersecurity, June 2012, referenced above, recommends that governments “ensure that cyber security
requirements allow for procurement of technologies regardless of the country of origin or the nationality of
the technology vendor. Product security is a function of how a product is made, used, and maintained, not
by whom or where it is made. Governments should re-examine their understanding of cyber supply chain
risk, acknowledge that ICT vendors are best placed to manage and protect their ICT supply chains, and
partner with industry on solutions that build bridges rather than exclusionary trade walls.”

I (ii) The questions provided in Part IV of this RFI

Q04: If Canada was to restrict the provisioning of the Email Solution to a Canadian company, or a
Canadian foreign subsidiary (e.g. a Canadian company, operating in Canada, which is a subsidiary
of a foreign parent company), and further restrict the use of subcontractors to Canadian companies
and Canadian foreign subsidiaries, how would this affect your service offering in still meeting ETI’s
service requirements?

Comment: We are concerned about this idea for a few key reasons. First, similar to our comments on
Canada’s claim of the National Security Exception, we fear that if Canada were to place such restrictions
on this project (or other projects), it would embolden other governments to similarly restrict the right to bid
on projects to domestic companies—harming foreign companies’ competitiveness in potentially multiple
foreign markets. In addition, a “domestic-company only” approach may end up decreasing, not increasing,
security of the Canadian Government. The security of technology and services is not dependent on by
whom, or where, the products or services are made. Security is a function of how products or services are
produced, procured, and maintained.

Information Technology Industry Council

1101 K 5t, NW Suite 610, Washington, D.C. 20005 Innovation. Insight Influence.
T +1(202) 737-BB88, www.itic.org =




"9y Information Technology
Industry Council

Q55: The GC has an objective to minimize the risk of a security or privacy breach due to vendor
negligence and due to a vendor being compelled by a foreign nation to hand over email information
owned by the Government of Canada. What are your thoughts on unlimited liability to achieve this
objective?

Comment: Per our answer to 13.5(e), liability must be commensurate to some degree with the value of the
contract. Because most companies’ legal counsel likely would not allow a vendor to sign a contract
exposing them to unlimited liability, this provision could have the unintended effect of reducing the pool of
bidders on this project.

Conclusion

Thank you very much for your consideration. Please consider ITI and its member companies a resource for
the Canadian Government on cybersecurity issues moving forward. Do not hesitate to contact us at any
time with any questions at dkriz@itic.org.

Sincerely,

Dax”

Danielle Kriz

Director, Global Cybersecurity Policy

Information Technology Industry Council

1101 K 5S¢, NW Suite igton, D.C. 20005 Innovation. Insight. Inf
T+1(202)737-888




Smith, Mary

From: McHale, Jonathan

Sent: Friday, October 12, 2012 2:28 PM

To: (b) (6) Dinternational.gc.ca

Cc: IGHEE @ i ternational.gc.ca; (DEOIC ssc-spc.gc.ca;[DIE)
(QXIGE @ international.gc.ca; Smith, Mary; Warin, Nicole D; Grier, Jean

Subject: RE: Shared Services Canada

Attachments: Canadian Tourism Commission ACAN (2).pdf

Kevin,

Many thanks for making the time last week to help us better understand how Shared Services is evolving. One issue we
discussed, on which there was ambiguity, was how Canada planned to address the issue of data storage/processing
focation for those services which are NOT national security related, for which policy seems unsettled, and continues to
raise concerns. The example we raised related to a Canada Tourism Commission tender (attached), whose requirements
#5 and #6 require local storage. This does not appear to be a national security issue, and indeed no security exemption
was claimed. We would, therefore appreciate understanding the rationale for this restriction, and how you see this as
consistent with the GPA.

You may be interested to know that a flagship data service launched early in this Admninistration, www.data.gov is
hosted and managed by none other than your home-grown, Montreal-based CGl; so again, you do seem to have
offensive interests in this space.....

Jonathan McHale

From: (QIGQ) @international.gc.ca [mailto (G @international.gc.cal

Sent: Monday, October 01, 2012 1:45 PM
To: Grier, Jean

Cc: DI @international.gc.ca; W; (b) (6) @international.gc.ca;

Smith, Mary; McHale, Jonathan
Subject: Shared Services Canada

Jean,

Further to our call in Monday, September 17, you asked whether we would provide a summary of Canada's position as set
out during that call.

Referred to Canadian Embassy for clearance

Referred to Canadian Embassy for clearance




ADVANCE CONTRACT AWARD NOTICE
CTC-2012-TOM-04 ACAN SOFTWARE SYSTEM SaaS MODEL

Introduction

The Canadian Tourism Commission (*CTC”) has a requirement for the provision of an
“end to end,” fully integrated Software as a Service (SaaS) system. The purpose of
this Advance Contract Award Notice (ACAN) is to signal the CTC's intention to award a
contract for these goods and/or services (as applicable) to SAP Canada Inc., 4120
Yonge Street, Ste. 600, Toronto, Ontario. Before awarding a contract, however, the
CTC provides other suppliers with the opportunity to demonstrate that they are capable
of satisfying the requirements set out in this Notice, by submitting a statement of
capabilities during the fifteen calendar day posting period.

If other potential suppliers submit statements of capabilities during the fifteen calendar
day posting period that meet the requirements set out in the ACAN, the CTC will
proceed to a full tendering process on either the government's electronic tendering
service or through traditional means, in order to award the contract.

If no other supplier submits, on or before the closing date, a statement of capabilities
meeting the requirements set out in the ACAN, a contract will be awarded to the pre-
selected supplier.

Background

The CTC is Canada’s national tourism marketing organization. A federal Crown
corporation, the CTC leads the Canadian tourism industry in marketing Canada as a
premier four-season tourism destination. The commission supports the Canadian
economy by generating tourism export revenues.

The CTC requires an “end to end,” fully integrated software system that:

1) is provided as a Software as a service (SaaS) model at “SaaS level 4 maturity” is
fully integrated “end to end” solution and contains the following business
applications

a. a finance application

b. a procurement application

€. a human resources application

d. a customer relationship management application

Minimum Essential Requirements
The scope of work contains the following:
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1) to provide access to a software system that:
a. is a SaaS model with level 4 SaaS maturity
b. is fully integrated “end to end” solution
c. contains the following business applications

i. a finance application
ii. aprocurement application
iii. @ human resources (“HR”) application
iv. a customer relationship management (‘CRM”) application
d. is accessed via a web browser with no other additional software packages

issued by the Contractor to be installed in user’'s computer system.

2) to provide a minimum of 98% per month availability service level for the supplied
software system, excluding planned downtime

3) to provide maintenance, upgrade for the supplied software system

4) to provide 24/7 technical support for the supplied software system

5) to host all CTC data in data center(s) in Canada only

6) to backup all CTC data in data center(s) in Canada only

7) The CRM application must be capable of integrating with a commercially
available e-mail marketing platform.

8) The software system must be capable of integrating with a commercially
available payroll platform.

9) To have disaster recovery capabilities

10)To provide audit reports such as SAS 70, SSAE No. 16 or equivalent on an as
required basis

Contract Period

The estimated value of the contract is $150,000 per annum for three years with options
to renew the contract period for subsequent periods of one year each.

Justification for the Pre-selected Supplier

SAP Canada Inc.
4120 Yonge Street, Ste. 600
Toronto, Ontario M2P 2B8, Canada

SAP Canada Inc’s enterprise software and services for managing finance, procurement,
human resources and customer relationship management has been identified as the
only supplier capable of meeting the CTC’s requirements for a SaaS and an end to end
integrated system. Under the Government Contracting Policy, Section 10.2.1 (d) only
one supplier is capable of performing the contract, for the reasons specified above.
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Suppliers who consider themselves fully qualified and available to meet the specified
requirements, may submit a statement of capabilities in writing to the Contracting
Authority identified in this Notice on or before 11:00 am Pacific Standard Time, March
01, 2012. The statement of capabilities must clearly demonstrate how the
supplier meets the advertised requirements.

Contracting Authority

Tommy Wong, Procurement Officer

Canadian Tourism Commission

Suite 1400, Four Bentall Centre, 1055 Dunsmuir Street
Vancouver, BC, Canada V7X 1L2

Telephone: 604-638-8343

Email: wong.tommy@ctc-cct.ca

Statements of capabilities must be submitted by e-mail on or before the closing date.
Statement of capabilities received on or before the closing date will be considered solely
for the purpose of deciding whether or not to conduct a more extensive tendering
process. Information provided will be used by the CTC for technical evaluation purposes
only with respect to a decision to proceed to a further competitive process.

Suppliers that have submitted a statement of capabilities will be notified in writing of
CTC'’s decision to proceed to award the contract without a further additional tendering
process.

Questions concerning this requirement may be submitted by e-mail to the contracting
officer identified above. The CTC file number CTC-2012-TOM-04, the contracting

officer's name, Tommy Wong and the closing date of the ACAN March 01, 2012, must
appear in the e-mail subject line.

The Crown retains the right to negotiate with suppliers on any procurement. Documents
may be submitted in either official language of Canada.

Policy Information

Indicate the applicability of the following policy requirements applicable to the ACAN

process and provide the applicable sections as appropriate. Annex C, Applicable

Statutory and Regulatory Requirements provides a cross reference to the applicable

sections:

__X__ Government Contracts Regulations (GCRs) - =
Subject to WTO-AGP -

__X__ Subject to NAFTA -
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__X____ Subject to AIT -
Subject to CKTEA -
Subject to Comprehensive Land Claims Agreement(s)

Set-aside under the Procurement Strategy for Aboriginal Business
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