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May 15, 2003





The Honourable Sandy Santori


Minister of Management Services


Parliament Buildings


Victoria, BC  V8V 1X4








Dear Mr. Santori:





COMMENTS ON BILL 38,


THE PERSONAL INFORMATION PROTECTION ACT





In light of the Privacy Commissioner of Canada’s letter to you commenting on Bill 38, the Personal Information Protection Act, the BC Freedom of Information and Privacy Association (FIPA) would like to offer some comments and clarifications regarding our organization’s position on the Bill.





First, we wish to reiterate the opinion we have expressed publicly:  that Bill 38 is a very good piece of privacy legislation and a breakthrough for privacy rights at the provincial level.  BC has shown strong leadership among the provinces in moving forward with a private-sector privacy bill that has real teeth.  For this, great credit is due to yourself and also to Chris Norman and Sharon Plater, the officials at the Corporate Privacy and Information Access Branch who have conducted the public consultation process and the development of the legislation.





However, Bill 38 is not flawless.  In our news release of May 2, 2003, FIPA’s president stated, “We are pleased at how far the bill progressed [during the consultation process].  We’re not saying that the act is perfect, but we give it a high “B” grade.”  





Since the Privacy Commissioner issued his letter on May 7, 2003, much public attention has focused on his critique of Bill 38, in particular five major faults he points out that will, in his opinion, ‘...make it impossible for the Government of Canada to recognize this legislation in its current form as “substantially similar” to the federal [Personal Information Protection and Electronic Documents] Act.’





FIPA has stated clearly to the government, the media and the public that we support Bill 38 because its merits greatly outweigh its flaws.  In endorsing the Bill, we recognize how far the government moved to improve and strengthen it during
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the consultation process.  Nevertheless, we must state that we are in substantial agreement with most of the points the Privacy Commissioner has raised.  We urge the government to consider the substance of the Privacy Commissioner’s comments seriously, and if at all possible, make improvements to the Bill in the areas in which he has expressed concern.





We would like to comment specifically on some of the points the Privacy Commissioner has raised.





First, with regard to the “grandfathering provisions” of Bill 38:  FIPA shares the Commissioner’s concern that organizations will not require the individual’s consent to use and disclose personal information collected prior to the Act’s coming into force.  This exception will deprive people of rights that are at the very heart of the Act, create two levels of protection for personal information, and create enormous confusion among both organizations and the public.  It will also generate an additional, unnecessary burden for BC’s Information and Privacy Commissioner.





As a compromise solution, FIPA recommends that information previously collected be grandfathered for a period of one year following the Bill’s enactment.  This would allow ample time for organizations to inform individuals about their intended uses and disclosures of personal information and to solicit consent.  In the meantime, normal business may proceed unhindered.





Second, regarding the Commissioner’s comments on Bill 38’s consent requirements:  FIPA is not as concerned as the Commissioner over the concept of “implicit consent”, since it is fortified by the requirement for “reasonableness” and other controls.  However, we are quite concerned over the lack of strong requirements when consent is implied by a person’s failure to exercise an “opt-out” option (i.e., where an organization gives notice of its intended practices and the onus is on the customer or client to take positive action to opt out).





The weaknesses here are that the Bill does not specify that the notice of intended practices must be obvious (not buried in small print at the end of a long text) and that the effort needed to opt out must be minimal (not, for example, requiring that the person write and post a letter).  We hope the Minister will consider strengthening the Bill in this regard.





Third, with respect to privacy rights in employment, we agree with the Privacy Commissioner that the Bill goes too far in depriving employees of privacy rights, and that the reasonableness standard is insufficient to offset the many exceptions. We urge the Minister to consider how these sections may be strengthened so as not to deprive employees of privacy protection in such a wholesale way.





Fourth, regarding the rights of individuals to have access to, and where appropriate, to have corrections made to their personal information:  We understand that access to one’s own information should sometimes be limited in
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order to protect a third party who is a source of information.  However, we think this should apply only where a clear case can be made that the third party or another specific interest will be harmed, and where the potential of harm is sufficiently serious to merit overriding an individual’s normal right of access. 





Regarding the lack of a requirement in Bill 38 for an organization to inform other organizations with whom they have shared information when the accuracy of that information is in dispute:  FIPA shares this concern and recommends the weakness be amended to bring the Bill into line with the PIPEDA.





Fifth, the very broad definition of “investigation” in Bill 38 has been one of FIPA’s main concerns throughout the consultations.  The vast range of activities allowed to any organization under this definition is one of the least acceptable aspects of the Bill, and FIPA has been on record for months as opposing it.





In our opinion, the definition as written will permit routine and indiscriminate monitoring of customers and clients without sufficient cause.  The problems lie in the inclusion of the language “breach of an agreement”, “at common law or in equity”,  “prevention of fraud or fraudulent practices”, and “if it is reasonable to believe that the breach, contravention, circumstance or conduct in question may occur or may have occurred”.





Under this definition, would it not be “reasonable” for a business to conclude, if one particular customer has violated an agreement — say illegally copying software — that many other customers may also be doing so or will do so in the future, and would this not justify surreptitious monitoring of all their customers’ use of the software product?





In particular, “the prevention of fraud or fraudulent practices” as a reason for an investigation is both highly speculative and prospective.  





When the phrase “prevention of fraud” is added to the wording “if it is reasonable to believe that the breach, contravention, circumstance or conduct in question may occur or may have occurred”, the latter phrase, which is intended to be restrictive, actually broadens the exception.  In our opinion, this would provide justification for unfounded and indiscriminant monitoring of the information and behavior of customers and employees on the mere suspicion that an offense has occurred or may occur.


 


We strongly urge the government to narrow the definition of “investigation” and the allowable grounds for investigations so as to bring Bill 38 more into line with the PIPEDA.





The sixth point we wish to raise is not one raised by the Commissioner, but one of great concern to FIPA.  This regards subsection 8(2) of the Bill, which states:
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 (2)  An individual is deemed to consent to the collection, use and disclosure of personal information for the purpose of his or her enrollment and coverage under an insurance, pension, benefit or similar plan if he or she is a beneficiary or has an interest as an insured under the plan.





We understand that this subsection was added to allow the personal information of family members of individuals to be collected, used and disclosed if they are beneficiaries of the plans listed.  However, on a plain reading, we think there is dangerous ambiguity in the language.  There is a high probability it will be interpreted to allow carte blanche collection, use and disclosure, without consent, of the personal information of any individual covered by such plans.  This could include the non-consensual disclosure of sensitive health information between, for example, insurer and employer.





FIPA recommends that subsection 8(2) be re-drafted to remove all ambiguity and clarify the narrower meaning the government intended.





Our last point concerns enforcement of the orders of the Information and Privacy Commissioner.  While the Act does create a right to damages for actual harm caused by an illegal practice, there is no explicit mechanism in the Act to ensure compliance with orders.  This creates a potential enforcement problem.  Individuals may find that their only way to attain a remedy will be to go to court.  For most people, this will not be financially possible.  We recommend that the government create a mechanism for enforcing compliance with the Commissioner’s orders.





The concerns expressed above are not the only reservations FIPA has about Bill 38, but we recognize that we are not the only stakeholder that is asking the government to consider our views, and, as stated above, we consider the Bill on the whole to be a very good one.  We hope that the Minister receives our comments as the constructive criticism they are intended to be.





Yours sincerely,











Gerald Fahey


President


BC Freedom of Information and Privacy Association





cc.  	George Radwanski, Privacy Commissioner of Canada


	David Loukidelis, Information and Privacy Commissioner


	Chris Norman, Director, Corporate Privacy & Information Access Branch


		Ministry of Management Services


	Sharon Plater, Policy Advisor, Corporate Privacy & Information Access 			Branch, Ministry of Management Services


