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September 6, 2001


 


FIPA URGES PUBLIC TO "ACTIVATE PHARMANET PRIVACY RIGHTS”


 


Following revelations that five B.C. pharmacists have been disciplined for Improperly accessing patients' drug prescription histories, the B.C. Freedom of Information and Privacy Association (FIPA) is urging all citizens who are concerned about their medical privacy to exercise two key rights available to them under the PharmaNet system.





The system allows people the right to choose a keyword and the right to receive a full print-out of all the activity on their PharmaNet record.  FIPA Executive Director Darrell Evans said, "We want everyone in B.C. to know about these rights and how to make use of them."





Here's how individuals can exercise their rights:





1. Think of a keyword, and give it to the pharmacist of your choice.  The pharmacist will send it to PharmaNet administration, and other pharmacists will not be able to open your record thereafter without the keyword.  If you forget your keyword later, you need to produce two pieces of ID (one with a picture), or the pharmacist must have known you for two years. Then you or the pharmacist can phone the PharmaNet helpline to reset the keyword. The phone line is always open, at 1-800-554-0280, or 604-682-6849 in the lower mainland and 250-952-2886 in Victoria.





2.  For an audit of who has accessed your PharmaNet history, go to any pharmacy with your picture ID and ask for an audit record. The pharmacist will send the request to the main office of the B.C. College of 


Pharmacists, which will print out a record and mail it to your address as listed on your most recent health 


record. (The printout covers the past 14 months - you can ask for an audit going further back, but it will take 


more time for delivery.)





Individuals with questions or privacy complaints may also call the FIPA office at 604-739-9788.








BACKGROUND INFORMATION





The privacy safeguards of keywords and audit trails  were not included in the government's original plan for 


PharmaNet, but were introduced in response to pressure from FIPA, the BC Civil Liberties Association and 


the Information and Privacy Commissioner of British Columbia.





FIPA is recommending that the Ministry of Health Services and the B.C. College of Pharmacists advertise 


these two options widely in the media, and that materials describing the public's privacy rights be prominently displayed at all pharmacies.  





Since the PharmaNet system started six years ago, only 1,500 patients have elected to restrict access by 


choosing keywords.  The College now processes about 10 audit requests per week.   Because of the low 


numbers of keywords activated and audits being conducted, FIPA believes that the five proven cases of 


privacy violation are merely "the tip of the iceberg".





FIPA will be pressing the provincial government to legislate better privacy protection for all medical records, including those in the PharmaNet system. "The bottom line is that no one should have access to your medical information without your express consent," said Evans.  "PharmaNet falls short of that standard, but at least these safeguards provide some protection," he said.





"The lesson of these privacy breaches is that people have to demand more privacy rights and be vigilant 


about applying them," said Evans.





====================


CONTACT INFORMATION


====================





FIPA:  Darrell Evans


TEL (604) 739-9788   FAX (604) 739-9148   EMAIL: info@fipa.bc.ca  





COLLEGE OF PHARMACISTS OF B.C.


TEL 1-800-554-0280, or 604-682-6849 (Lower Mainland) and 250-952-2886 (Victoria)





MINISTER OF HEALTH SERVICES


Hon. Colin Hansen


TEL (250) 953-3547   FAX (250) 356-9587   EMAIL: colin.hansen.mla@leg.bc.ca  
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Pharmacists caught snooping on patients





Five in B.C. disciplined for improperly accessing Pharmacare data 





By Pamela Fayerman 


Sun Health Issues Reporter





Five pharmacists have been disciplined and fined by the College of Pharmacists of B.C. during the past two years for spying on the medication records of colleagues, relatives, friends or acquaintances. 


The prescription drug records are contained on PharmaNet, the computer database linking pharmacies and the government-funded Pharmacare drug insurance scheme. The network contains the confidential prescription drug histories of all British Columbians. 


The government introduced the PharmaNet system in 1995 as a comprehensive drug monitoring system intended to help health professionals protect patients against potentially dangerous drug interactions while at the same time allowing the government to electronically monitor drug use and prevent addicts and others from defrauding the Pharmacare system. 


Decisions of disciplinary hearings, obtained from bulletins circulated to industry professionals, show that all five pharmacists were involved in numerous instances of “inappropriate access” to patient medication records while they were working at undisclosed pharmacies, mostly in the Lower Mainland. 


Pharmacists are prohibited by provincial law from using PharmaNet records for purposes other than dispensing a prescription, counselling a patient regarding drug therapy, drug usage evaluation or resolving drug coverage payment claims. 


Linda Lytle, registrar of the college, said the pharmacists who have been punished offered little in the way of explanation for their actions. 


“It seems there is a pattern whereby they looked at the records of people known to them. I don’t know if it was boredom or curiosity or something more nefarious. The good thing is they didn’t do anything with the information, they just looked at it,” she said. 


Lytle said the pharmacy profession “as a whole” reacts with shock, anger and embarrassment every time another case is disclosed. But she is certain the fines are having a deterrent effect since there have been few infractions relative to the number of pharmacists in B.C. -- 3,000. 


The college finds out about the breaches in two ways—either through on-site pharmacy inspections and audits, or when customers ask to see a printout of their PharmaNet log and notice it has been accessed on occasions that had nothing to do with prescription pickups. 


The five disciplinary hearings involved pharmacists who are still registered in B.C., although two have moved outside the province. The college registrar could not provide details of the pharmacies where the others now work, or any other information. 


In one case, a pharmacist named John Lewis Evans pleaded guilty to professional misconduct after a complaint in 1999 that he had breached patient privacy. A hearing determined that between December 1997 and June 1999, Evans accessed the records of people who had never even been customers of the pharmacy. He said he did that to familiarize himself with the computer system and didn’t realize it was a breach of confidentiality, although he signed a document setting out the rules for accessing such medical records when he first started working on the system. 


Evans was ordered to pay a fine and costs totalling $10,000. 


In another case, a pharmacist named Albert Dubois acknowledged he accessed information eight times. 


“His behaviour did not suggest a pattern of inappropriate PharmaNet accesses but rather an isolated indiscretion related to a personal situation,” the college found. 


Dubois expressed remorse and recognized that his actions were inexcusable. He was ordered to pay a fine and costs totalling nearly $5,000. 


In another case, Danielle Chong pleaded guilty to accessing patient records for reasons “unrelated to health care” from July 1996 to December 1998. “The accesses demonstrated a pattern rather than an isolated incident,” the college stated, and fined her $6,500. 


In a fourth case with similar circumstances, Sandford Leung pleaded guilty and was also fined $6,500 for inappropriate PharmaNet accesses from September 1996 to December 1998. 


Stephen Mar received the same fine for breaching the pharmacists’ code of ethics bylaws by peering into patients’ records from September 1995 to December 1998. 


When contacted, Mar would not comment and the other pharmacists did not respond to requests for an interview. 


Yet another case is pending against a sixth pharmacist who faces a disciplinary hearing scheduled for late September. 


The offences have led the college to reiterate in a bulletin that pharmacists must never review medication profiles to simply “satisfy curiosity about medication that acquaintances or relatives might be on.” And PharmaNet should never be used to find or verify mailing addresses or birth dates for people, it adds. 


A report prepared for the provincial government in 1999 by the accounting firm KPMG outlined a series of security flaws with PharmaNet.  The consultant’s report said everyone with access to the information should be forced to sign confidentiality agreements at least every other year. 


Lytle said pharmacists sign the privacy document only once, when they first start working on the computer system, but she said other recommendations of the report were followed when computer hardware and software changes and upgrades were made in the past year, some to improve security and others for Y2K compliancy. 


KPMG consultants told the government it should do more to ensure employees, contractors and all others have far more restrictive access to the system. The government agreed at the time to implement the report’s recommendations, but it is unclear whether still more changes are required to secure the system from indiscriminate peepers. 


Health Minister Colin Hansen could not be reached for comment. 


Darrell Evans, executive director of the B.C. Freedom of Information and Privacy Association, said he is absolutely opposed to pharmacists having access to customers’ entire medication records unless they have received explicit consent from the customer. 


He said while he applauds the college for investigating and disciplining pharmacists found to breach confidentiality, “these cases are the very reason why we don’t believe pharmacists and government bureaucrats should have access to your health information,” adding: 


“The relationship you have with your pharmacist is not the same voluntary relationship you have with your doctor. People deserve to have more control over their personal information because once it’s out, where does it go and how can you possibly recapture it?” 


— Sun Health Issues Reporter
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