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EDMONTON - Alberta's privacy commissioner has cautioned retailers against using radio frequency identification chips to invade personal privacy.

Wal-Mart and other retailers have asked manufacturers to embed RFID chips -- which emit coded radio signals -- in merchandise, to improve the tracking of shipments and managing inventory.

Privacy advocates in Canada, the United States and Europe have warned that information from an RFID chip could be linked to information from a customer's credit-card or loyalty-card application.

If the customer returned to that store, wearing the merchandise, the embedded chip then could alert staff to his or her name -- and other personal information.

"If personal identity were linked with unique RFID tag numbers, individuals could be profiled and tracked without their knowledge or consent," Ann Cavoukian, Ontario's information and privacy commissioner, has written in a paper on privacy and RFID.

Conceivably, an RFID chip could enable police officers to determine the original purchaser of an item at a crime scene -- or the identity of someone at a political rally.

"Organizations that are considering the use of RFID devices need to ensure that privacy is not an afterthought, and should build fair information practices into the design and implementation of the technology," Frank Work, Alberta's information and privacy commissioner, said in a statement Monday.

No complaints of "data matching" or other improper uses of RFID chips have been reported in Alberta, said Tim Chander, the research and issues manager in Work's office.

But businesses should know that Alberta's Personal Information Protection Act specifies "you should only collect the minimum necessary amount of information, and only use it for the original purpose," Chander said.

Data matching, without a customer's consent, apparently would violate that law.

Kevin Groh, corporate communications manager for Wal-Mart Canada, said 126 of their major suppliers have agreed to use RFID by the end of 2005.

He insisted that will create no risk to privacy. "At this point, we're only talking about tracking items at the level of the case or the pallet," Groh said.

"The personal privacy concern would come up with the tracking of individual items." In the United States, Wal-Mart and Gillette have tested RFID chips in individual items for inventory control but not for consumer tracking.

"We absolutely would not use RFID data that would compromise individual privacy," Groh said.

In Italy, the Benetton Group announced in 2003 that it would implant RFID chips in individual apparel items, to replace bar codes for scanning at the point of purchase -- then cancelled that plan in response to public opposition.

At the Retail Council of Canada, president Diane Brisebois said retailers are anticipating the introduction of RFID over the next five or six years.

"Most discussions have been around efficiencies in the supply chain rather than trying to track customer behaviour."

The council is aware of the privacy concern and probably will prescribe a set of "best standards and practices," Brisebois said.
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