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A New report by BC FIPA takes a hard look at how our cars are
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them in place.
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and some of it reveals intensely
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private details of a person’s life.
Car: Who is in the Driver’s Seat on
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What you can do:
Learn more
Read our full report, or
look at our Executive
Summary, FAQs and
privacy analysis online at
www.fipa.bc.ca

Spread the word
Tell your friends and
neighbours about
this important issue,
especially if they are
looking to buy a new car
or truck.

Send a message
If you’re shopping
for a new car, let car
dealers know that you’re
concerned about what
they are doing with your
personal information.
Make privacy a selling
point.

Keep in touch
We’ll be sending out
more information on
Connected Cars in the
coming months. Join us
and keep up with our
news.
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March 25th at the site of the Vancouver
International Auto Show, and it quickly
caught the attention of national media.
Written by well-known privacy lawyer
Philippa Lawson and generously
funded by the Office of the Privacy
Commissioner, the Connected Car report
is the first of its kind in Canada.
The report outlines how data culled
from vehicle telematics and infotainment
systems can be used for safety,
monitoring, customer relationship
management and the new usage-based
insurance programs offered in some
Canadian provinces. Yet we also found
that some data harvested from cars can
be used to track and profile customers
for marketing and other purposes.
The breadth and depth of personal
data that can be culled from Connected
Cars goes significantly beyond what
is already available via mobile devises.
Customer data generated by Connected
Cars are seen as a major new source of
revenue for automakers and many of
their partners. But the monitoring of
a person’s vehicle use, driving routes,
destinations, entertainment preferences,
contacts, and schedules – for example

– provides information that is not just
useful for marketers and insurance
companies. The data may also be of great
interest to identity thieves, voyeurs,
stalkers and others with malicious intent.
The collection and retention of personal
data for secondary purposes such as
marketing and data mining not only
exacerbates security risks, but creates an
architecture of surveillance into which
the tentacles of the state can reach, with
or without required authorization.
At the heart of the issue is the limited
choice consumers are being offered
when it comes to the use and disclosure
of their personal data. Our review of
Connected Car terms of service and
privacy policies shows that automakers
are failing to meet their legal obligations
under almost every principle of Canadian
data protection law. A privacy pledge
signed by a large group of major
automakers in 2014 is promising but falls
far short of Canadian legal standards in
numerous respects. Deficiencies include
lack of consent and forced agreement,
inadequate openness and accountability,
and a lack of consumer choice with
respect to unnecessary data collection,
use or disclosure.

Are Canadians concerned about cars and privacy?
Recent polls show that
Canadians are concerned
about privacy in the context
of Connected Cars. A March
2015 poll conducted for
the Canadian Automobile
Association found that 50%
of respondents thought that
Connected Car technologies

www.fipa.bc.ca

put their privacy at risk
while offering little benefit
to consumers and only 28%
thought benefits outweighed
privacy risks. Only 37% of
respondents would agree to
monitoring in exchange for
an insurance discount, while
53% would not. At 74%, most

respondents thought car
makers should be required to
design technology that would
mean consumers wouldn’t
have to choose between the
benefits of technology and
protecting privacy.
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Our review finds that the usage-based insurance
programs now offered in Ontario and Quebec generally
comply with Canadian privacy law mostly because
insurance regulators put privacy protections in place
before allowing companies to offer these programs.
Usage-based insurance is currently voluntary, but over
time it could become the industry standard. Even if the
programs remain voluntary, there is a risk that insurers
may at some point choose to penalize drivers who
do not ‘voluntarily’ choose to participate. If stronger
guidelines are not in place, drivers could one day be
faced with the difficult choice between obtaining
affordable insurance and surrendering their right to
privacy.
The good news is that Connected Cars are still in
development. There is still time for Canadians to
demand that the privacy of their personal information
be respected by the industry and that individuals
be given control over the data harvested from their
vehicles. Policy makers can still establish data protection
regulations for the Connected Car industry and usagebased insurance. Privacy experts can be brought into

the process to ensure that “Privacy by Design” principles
and tools are applied. This would include establishing a
privacy management program, identifying and avoiding
unintended uses of data, building-in openness and
transparency, respecting user privacy, and working with
industry players at all levels to integrate controls and
data minimization techniques.
We were encouraged by the help we received from
the New Car Dealers Association of BC from the
very beginning of our study, and by the attendance of
the heads of both major automotive manufacturing
associations at the launch of the report. Hopefully this
bodes well for a cooperative effort to ensure proper
protection for Canadian car buyers personal information
and freedom of choice.
There is no reason our personal information in the
automotive context should not be protected in the same
way our safety is protected by government standards.
We hope that you will join us in working to keep car
drivers in the Connected Car driving seat.

ABOUT FIPA:

FIPA is a non-partisan, non-profit
society that was established in 1991
to promote and defend freedom of
information and privacy rights in
Canada.
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Our goal is to empower citizens by
increasing their access to information
and their control over their own
personal information. We serve
a wide variety of individuals and
organizations through programs of
public education, public assistance,
research, and law reform.

We are one of very few public interest groups in Canada devoted solely to the advancement of freedom of
information (FOI) and privacy rights. We were the major force in getting BC’s Freedom of Information and
Protection of Privacy Act passed, and we are its main defender. This act has been called the most progressive
legislation of its kind in the world.

We seek to empower citizens by
increasing their right of access to
government-held information

Join us!

We seek to empower citizens
by promoting and defending the
T and affordable
principle of universal
access to the basic information
channels of our time

We seek to empower citizens by
limiting the surveillance activities
of the state, and by increasing
our right of access to our own
personal information and our ability
to control the collection, use and
sharing of our personal information,
wherever it is stored

For more information on joining FIPA: www.fipa.bc.ca | fipa@fipa.bc.ca | 604.739.9788
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YOU’RE INVITED TO FIPA’S

ANNUAL GENERAL MEETING
WITH GUEST SPEAKER CARMEN CHEUNG ON BILL C-51

WEDNESDAY, MAY 13TH
7-9 PM

Vancouver Public Library
Peter Kay Room
350 West Georgia Street
Vancouver, BC
photo under cc licence by flickr: obiemad

wheelchair accessible | refreshments served

Are you a FIPA member? Are you interested in becoming a
FIPA member? Or are you interested in learning more about
FIPA’s work and connecting with the Freedom of Information and Privacy community in BC? Join us for the 2015
FIPA AGM at the Vancouver Public Library on Wednesday, May 13, 2015.
This year’s guest speaker is the B.C. Civil Liberties
Association‘s Carmen Cheung, who testified at the Standing
Committee on Public Safety and National Security on Bill
C-51 in March, 2015. Come hear Carmen’s thoughts and
observations on the Bill and other national security issues.
The meeting is open to the public but seating is limited.
Members will receive preferred seating. To reserve a seat,
call FIPA at 604-739-9788 or email fipa@fipa.bc.ca. For
more information, or to submit a form of proxy, call 604739-9788 or email us at fipa@fipa.bc.ca.

ABOUT CARMEN CHEUNG
Carmen Cheung is Senior Counsel at the BC Civil Liberties Association, where she focuses on issues relating to
security and human rights, and works generally on litigation matters for the Association. While at the BCCLA,
Carmen has acted as counsel in public interest cases, including the Afghanistan Public Interest Hearing, which
looked into the transfer of Afghan detainees by Canadian Forces to risk of torture. She has appeared before
the House of Commons on matters relating to national security and civil liberties, and is the author of a report
on UN terrorist blacklists and their use in Canada. Most recently, Carmen appeared before the Standing
Committee on Public Safety and National Security to testify on Bill C-51, the Anti-terrorism Act, 2015. She
has taught as adjunct faculty at the University of Toronto's Faculty of Law and the University of Victoria's
Faculty of Law. Before relocating to Canada, Carmen was an associate in the litigation department at Paul,
Weiss, Rifkind, Wharton & Garrison in New York, where her pro bono practice included challenges to the Bush
administration's various fronts on the "war on terror" in the federal appellate courts and the Supreme Court
of the United States, as well as work on behalf of refugees and survivors of trafficking and sexual violence.
Carmen received her law degree from Columbia University and her undergraduate degree from Harvard
University.
www.fipa.bc.ca
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AN ATTACK ON
PRIVACY
Bill C-51 continues its high speed trip through Parliament, rocketing through the Commons and now
being rushed through the Senate.

cc licence by wikipedia commons

Bill C-51 continues its high speed trip through

Parliament, rocketing through the Commons and now
being rushed through the Senate.
This bill has generated a level of controversy since its
introduction in parliament, reminiscent of the outrage
that accompanied the much-despised online spying
bill brought in by former Public Safety minister Vic
Toews. The government’s Anti-Terrorism Bill has been
widely criticized for fundamentally changing Canada’s
legal and security systems in a way that deeply
compromises rights and freedoms.
The bill puts forward a remarkably broad definition
of “security” that includes “interference” with “critical
infrastructure” or with “the economic or financial
stability of Canada.” This definition would allow an
astounding array of activities to be susceptible to
government scrutiny or interference. The bill includes
provisions to criminalize speech that is divorced
from any intent to commit “terrorist” activities. The
expansion of “no-fly” lists and an extension of CSIS’s
powers without a correlated expansion of review and
oversight are additional issues of concern.
The list of activities that may “undermine the security
of Canada”, as defined by Bill C-51, is accompanied by
a fundamental change in the scope and scale of the
state’s surveillance apparatus that constitutes nothing
less than an attack on privacy. It is for this reason
that, as privacy expert Michael Geist states, “virtually
everyone in Canada’s privacy community opposes it.”
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Embedded within the lengthy text of Bill C-51 is
the “Security of Canada Information Sharing Act
(SCISA).” The SCISA would allow information-sharing
across 17 government departments for a wide range
of purposes that fall outside of what most Canadians
would consider even remotely related to “terrorism.”
In one of the minor improvements to the bill, the
government introduced an amendment to remove
the word “lawful”, which would have captured
“unlawful activities like illegal strikes or civil
disobedience within the scope of the new measures.
Equally problematic is the fact that the SCISA
would allow big-data propelled information sharing
by government departments, taking advantage of
weaknesses in the outdated Privacy Act.
In terms of accountability, the various intelligence
review bodies themselves have stated that they do
not have the means to keep up with the expanded
role being proposed in C-51. Furthermore, the
watchdogs have complained that they are not able
to coordinate their review capabilities, which is an
even bigger problem since the security agencies are
doing more and more of their work jointly. And these
are review bodies - only looking at things after the
fact. The Harper Government got rid of the CSIS
Inspector General, who flagged operational problems
with the spy agency, in 2012. In FIPA’s submission
on Bill C-51, we argue that even the successor to
the infamous War Measures Act provides more
opportunities for oversight and consultation than Bill
C-51, and that would be in an actual time of war.
Professors Craig Forcese and Kent Roach’s indepth examination of Bill C-51 includes a chapter
on the SCISA in which they argue that the Act
would authorize a “total information awareness”
approach that constitutes a “radical departure from
conventional understandings of privacy.”
Incredibly, Privacy Commissioner Daniel Therrien
was not called as a witness in the Commons
Committee hearings on Bill C-51, but was finally
called to testify in the Senate. He told the upper
house that the “bill would potentially lead to
disproportionately large amounts of personal
information of ordinary, law-abiding citizens being
collected and shared. This sets up the prospect of
profiling and Big Data analytics on all Canadians. In
short, the means chosen are excessive to achieve
the end.”
Furthermore, every single Privacy Commissioner in
Canada- with the exception of New Brunswick –
joined Therrien in signing a joint letter opposing the
Bill, stating the SCISA would “significantly expand
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the power of the state to surveil and profile ordinary,
law-abiding Canadians.” The letter points out that
massive state surveillance “would be inconsistent
with the rule of law in our democratic state and
contrary to the expectations of Canadians.”
The government responded to growing opposition
by proposing amendments, most of which have been
widely dismissed as failing to respond to fundamental
critiques of the Bill. Meanwhile, pressure continues
to mount to scrap the Bill, with early support for
the bill melting like spring snow once Canadians
became more aware of what it actually contained. A
recent Forum poll indicates that barely half of those
surveyed supported stronger anti-terrorism laws,
and of those who said they were aware of bill C-51,
56% disapproved of the bill while only 33 percent
approved. The poll also found that 40% of people in
the Conservative stronghold of Alberta now oppose
the bill.
For more information, to write to your MP or sign a
petition: https://stopc51.ca

BILL S-4

FIPA TELLS OTTAWA
POLITICIANS TO PUT
THEMSELVES UNDER
PRIVACY LAW
When the Senate passed Bill S-4, known as the
Digital Privacy Act, in 2014, it was not without
criticism. The bill’s stated objective was to protect
online privacy, but critics warned that it may
facilitate access to subscriber data held by internet
service providers. Despite a Supreme Court ruling
requiring police to obtain warrants to obtain telecom
subscribers’ data, Bill S-4 allows for the sharing
of subscriber information with any organization
investigating a potential breach of contract, including
copy right violations. This sharing of information
does not require the consent of the subscriber.
In March, FIPA traveled to Ottawa to appear before
the Committee on Industry, Science and Technology
to comment on Bill S-4, which has already been
passed by the Senate. We told the Committee
that the BC Special Legislative Committee on the
Personal Information Protection Act handed down
its report earlier this year, and has taken a very
different approach to the one proposed by the
federal government in S-4.
www.fipa.bc.ca
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The BC Committee recommended narrowing parts
of the provincial privacy legislation “because of
the implications of the Supreme Court of Canada
decision and the possibility of a Charter challenge.”
The Committee cited testimony from FIPA and BC
Information and Privacy Commissioner Elizabeth
Denham calling for narrower provisions for the
warrantless disclosure of personal information to
circumstances where it is absolutely necessary and
requiring that organizations publish transparency
reports on disclosures made without consent. We
told the Industry Committee in Ottawa that this
approach should also be followed with Bill S-4.
There is growing concern over what is being done
with personal information in political parties’ digital
databases. Much of the information is sensitive,
and parties have few legal obligations to keep the
data secure, only retain it for as long as necessary,
or control who has access to it. Yet federal political
parties and their use of personal information are not
covered under PIPEDA or any other legislation.
In BC, our political parties fall under the Personal
Information and Privacy Act (PIPA), and our
Commissioner has the power to receive complaints,
conduct hearings, investigate and ultimately issue
orders. The Commissioner has already investigated
cases concerning both the NDP’s and the Liberals’
use of personal information.
FIPA told the Committee in Ottawa that political
parties should be brought under the private sector
privacy law. It remains to be seen if the Committee
will do this, although the amendment required to do
so would not be complicated. Furthermore, because
the Bill was sent to Committee before Second
Reading, a broader range of amendments is possible.
The Bill is currently still with the Industry Committee.
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BC Election Act Court Challenge

FIPA on short end of 2-1 split in Court of Appeal in Charter
challenge to BC Election Act
In a 2-1 ruling handed down April 23, the BC Court
of Appeal has upheld an earlier decision which found
that although third party ‘advertising’ provisions of the
Election Act violated the Charter, they could still be
justified.
The law makes something as simple as putting a
handwritten sign in your window during the election
period without registering with the authorities an
offence, which could result in a year in jail and a
$10,000 fine. FIPA has been fighting against this law
since 2009, in court since 2012.

Last year a BC Supreme Court judge ruled that
although these third party spending provisions did
violate the right to freedom of expression under the
Charter of Rights and Freedoms, and the violation
was not ‘trivial or insubstantial’ as claimed by the
government, it could be justified under section 1 of the
Charter.
FIPA’s appeal of that decision was earlier this year, and
links to our submissions in this case can be found here.
Although the result is not what we were hoping for,
there was a strong dissent from Madame Justice
Saunders, who stated:
“I have no doubt that the effort required for
registration and the nature of the private information

required to be disclosed for public record will chill
some who otherwise could muster the courage to stick
their head over the parapet and publically advocate a
view on a public issue. Last, certain members of the
community, for reasons of personal security, will not
register their addresses in a public record. For people
in the circumstances I have described, the mere
requirement of registration will be a complete barrier,
so that compliance with the legislation will be achieved
by diminishing their participation in public discourse
during the election period…”
The two judges in the majority said they would not
interfere with the decision, and took a different view of
the importance of registration before being allowed to
speak.
“Given the insubstantial burden it places on third
parties during an election period, I conclude that it falls
within the “zone of discretion” that should be accorded
to the Legislature in promoting equality of participation
and influence among the proponents of political
views and furthering the other objectives found to be
pressing and substantial in Libman and Harper.”
Of course the legislature can amend bad laws like this
one, and conveniently enough, Bill 20, which amends
the Election Act is now at First Reading.
The BC government should bring in amendments
to put an end to this absolute ban on unregistered
freedom of expression during elections. No other
jurisdiction in Canada has this type of total ban on
unregistered speech. If the BC government thinks this
ban is a good idea, they should be up front and explain
why.
FIPA would like to thank lawyers Sean Hern and Alison
Latimer of Farris Vaughan for their continued pro bono
representation in this matter.

GET CONNECTED
Keep in touch with FIPA by
subscribing to our ebulletin. Send
us an email at fipa@fipa.bc.ca with
“subscribe” in the subject to get on
our list.

On Twitter? Make sure to follow
us at @bcfipa. We keep tabs on
the latest news in privacy and
information rights in B.C. and
Canada.

Join us at our AGM this year. Meet
other like-minded FIPA members
on May 13th from 7 - 9 pm at the
Vancouver Public Library. See page
4 for details.
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exception, and a review of the FIPPA Policy
and Procedures Manual does not prohibit
posting reports that may contain personal
information on websites.
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An “embarrassing”
interpretation of the
Freedom of Information and
Protection of Privacy Act
FIPA files complaint about B.C. government
burying negative reports

The B.C.
government has
conjured some of
its most creative
legal analyses in
refusing to post the
McNeil report on
Ministry of Health
data breach firings
and the Mingay
report on Kwantlen
University.

Nobody likes going public with
embarrassing reports, but the B.C.
government has conjured some
of its most creative legal analyses
yet in an attempt to keep less
flattering information out of the
public realm.
The B.C. government has refused
to post both the McNeil report,
which examines the mysterious
Ministry of Health data breach
firings, and the Mingay report on
the excessive executive payment
at Kwantlen University.

The government claims it is somehow prevented
from posting the reports because of the
“reputational interests” of public servants or public
figures. It argues, as quoted in the Tyee, that doing
so would violate section 33.2 of the Freedom of
Information and Protection of Privacy Act (FIPPA),
which requires personal information not be stored
or accessible outside Canada.
The government’s interpretation of the Act is
interesting, to say the least. Section 33.2 was
designed to keep information contained in B.C.
government data banks in Canada and away from
the US Patriot Act. It was not designed to prevent
government reports from being posted. If it were
the proper interpretation of the law, the posting of
any personal information on a public body’s website
would be a violation of the FIPPA.
Furthermore, the B.C. government’s claims that it
is prevented from posting this type of information
cannot be found in the government’s own policy
statements and manuals. The Open Data and
Open Information Policy makes no mention of the

Since the B.C. government has begun acting
on this new interpretation on what it may
post on its website, only press releases and
backgrounders related to the embarrassing
reports have appeared. The actual reports
are being circulated as hard copies or PDF
documents to the media and others upon
direct request.
FIPA, in response, has asked Information and
Privacy Commissioner Elizabeth Denham to
conduct an investigation into the matter. In
our request for an investigation, we noted that
many of the reports and information posted
by the Information and Privacy Commissioner
would fall into the scope of Section 33.2. We
told the Commissioner that it is difficult to
imagine that this interpretation is anything
other than the government using its creativity
to find a way to restrict the availability of these
embarrassing reports.

MEET FIPA’S NEW
PROGRAM DIRECTOR

In February, Tamara
Herman joined FIPA
as the new Program
Director.
Tamara brings to
FIPA a wide range
of experience in
community organizing,
policy analysis, research,
member relations and
communications.

www.fipa.bc.ca

She has worked at
human rights and civil
liberties organizations
across Canada, including
la Ligue des Droits
et Libertes, Rights
& Democracy, the
Vancouver Island Publid
Interest Research Group
and most recently the
Carnegie Community
Action Project. She has
traveled throughout
Africa, Latin America
and Asia as an
independent journalist
and filmmaker covering
environmental and social
justice issues.
Tamara is excited to
bring her passion for
privacy and information
rights to FIPA.
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FIPA finally gets
Ministry of Health
records after two year
battle
Data breach case documents released
It took two years, but the documents requested by
FIPA in 2012 regarding contracts and other records
related to the mysterious Ministry of Health data
breach case have finally been released and are posted
on our website.
FIPA had requested the following information:
• Data sharing and other agreements involving the
Ministry and four named individuals;
• Correspondence between the Ministry and the
four named individuals relating to the agreements,
particularly correspondence about delays or
impediments to accessing data for research purposes;
• E-mails, memos or other notices to staff from the
Ministry’s Assistant Deputy Minister of Information
Management/Information Technology Division
regarding delays or impediments to the release of
data to researchers; and
• Any policy changes relating to release of data to
researchers.
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stating:

“In my view, the Ministry’s submissions are
based on speculation, and there is no objective
evidentiary basis for concluding that the harms
the Ministry fears will result from disclosure to
the applicant.”
The Ministry was also unsuccessful in claiming other
records were policy advice or personal information.
They were able to keep various computer related
records secret, such as passwords.
The records show there was a great deal of concern
about getting documents to UBC for signing before
the beginning of Question Period to allow the
minister to provide a positive answer to questions
(p. 265-68). Many of the emails seem to relate
to technical difficulties with the wording of the
contracts, and also difficulties in gaining access to
medical records, usually for technical reasons. There
is also mention of the “swamp of data access” (p. 288)
and concerns about conflicts of interest being used
by “our detractors” (p. 300).

FIPA made the request before the firings (and
subsequent rehirings) of a number of Ministry
employees and contractors working in the Ministry’s
Pharmaceutical Services Division. The Ministry
initially refused to release any documents, but
eventually dropped a number of claims it was using to
try to justify refusing to release the records.
The government’s main claim was that releasing these
records would damage ongoing investigations into
the situation. The Adjudicator was not convinced,
WANT TO DO MORE?
There are three
main ways you
can support FIPA:
by becoming
a member, by
donating, or
by becoming a
volunteer!

As a non-profit,
non-charitable
organization, we
really rely on the
generosity of our
supporters to allow
us to keep doing
this important work.

To become a
member, donate, or
volunteer, visit us
online at www.fipa.
bc, send us an email
at fipa@fipa.bc.ca
or give us a call at
604.739.9788.

FIPA would like
to thank you, our
members, donors
and funders for
your generous
support in making
our work - and this
bulletin - possible.

www.fipa.bc.ca

THANK YOU!

FIPA AGM:
May 13th
Vancouver Public
Library
7 pm - 9 pm
See page 5 for
details

