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How can federal political parties
use your personal information?

Federal parties are not covered
by the Privacy Act, which governs
public bodies, nor are they
Unfortunately, in Canada the
subject
to
the
Personal
answer is ‘any way they see fit.’
Information
Protection
and
You read that correctly: Unlike
Electronic
Documents
Act
most public or private
(PIPEDA), the privacy law
organizations in this
that governs Canada’s
fair nation—whether
Federal parties
private sector. This
public, private, nonare not governed
means that although
profit,
for-profit,
by any privacymuch
of
the
professional
or
specific
information
they
volunteer
run—
legislation.
collect and hold is
federal political parties
sensitive, there are no
are not governed by any
restrictions on how long they
privacy-specific legislation.
keep their data, how they decide
who has access to it, or what
And as parties and candidates
security measures they put in
campaign—as they fundraise,
place.
recruit supporters, distribute
petitions and more— for the
upcoming federal election, there
is growing concern about their
lack of legal obligation to keep
their data secure.

Rather, parties need only comply
with the Canada Elections Act,
which is limited in that it only
applies to those voter registration
data collected and shared with
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parties and candidates under the authority of that legislation.
Their collection of personal data captured by parties from
other sources, however, is totally unregulated, and their
privacy policies—when they exist—are not necessarily
binding.
And it’s not as though there haven’t been issues: the lack of
regulation has led to some embarrassing leaks and
abuses—from sending birthday cards to constituents using
data from passport applications, to the accidental sharing of
names and contact information of 6,000 constituents, to a
Toronto cell of the a terrorist organization obtaining copies of
the Canadian voter list.
FIPA has raised concerns about this lack of protection on a
number of occasions, including before the Committee on
Industry, Science and Technology when we travelled to
Ottawa to comment on Bill S-4 (the Digital Privacy Act) in
March.
We see no reason why political parties—arguably some of
the most influential organizations in the country, not to

mention some of the most seriously invested in social
media networking and online community building—should
be any exception to the rules.
After all, there has been no logjam in democracy in B.C.,
where provincial political parties fall under the Personal
Information and Privacy Act (PIPA). This province’s
Information and Privacy Commissioner has used her
power to receive complaints, conduct hearings, investigate
and ultimately issue orders regarding provincial political
parties, and our personal information is better protected
because of that.
Without laws that protect the privacy rights of citizens and
hold parties to account for their use, collection and
disclosure of voter information, we risk driving citizens away
from an increasingly digital political landscape.
As the federal election continues, it’s important that citizens
understand the risks to their personal information, and that
we take this opportunity to show potential policymakers that
Canadians want to close this loophole in privacy law.

THE UPCOMING FIPPA REVIEW
On October 16th, FIPA will appear before the special committee reviewing the Freedom of Information and
Protection of Privacy Act (FIPPA). Our submission will be available on our website, and we’ll have lots to say.
To hold you until then, we’ve posted our 2010 submission here.

WHERE DO THE PARTIES STAND
ON ACCESS TO INFORMATION REFORM?
As Canadians prepare to vote in the upcoming federal election, we
at FIPA are working to determine where political parties stand on
key access to information issues. Together with Newspapers
Canada and the Canadian Taxpayers Federation, we’ll be asking
parties to describe what they will do to repair and improve
transparency policies and practices, and raising three key
concerns:
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Bureaucrats are currently able to claim that documents being requested under ATIA are cabinet
documents, and therefore cannot be released. Neither the Information Commissioner nor the courts
can review these claims, nor can they order these documents to be released.



In 2011 the Supreme Court of Canada upheld a lower court ruling that the Access to Information Act
does not to apply to either Ministers’ offices or the Prime Minister’s Office. This means that not only are
these offices’ (and their documents) outside the Access to Information law, but so are their employees.
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If this law remains unchanged, ministers’ offices
will continue to be a black hole where information
disappears, and people working there will be able
to interfere with access rights without having to
worry about facing charges under s.67.1 of the Act.


Unlike her colleagues in a number of provinces,
Information Commissioner Suzanne Legault does
not have the ability to order the government to
release documents. She (and many others) has
recommended the law be amended to give her this
power.

While these three issues, of course, aren’t the extent of
our concerns, questions surrounding them will help
voters get an idea of the extent to which each of the
parties are prepared to make access to information a
priority and tackle the shortcomings of the system.
In our next issue of The Bulletin—as well as on our
website—we’ll share with you the final questions and the
responses we receive.
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ABOUT FIPA
FIPA is a non-partisan, non-profit society that was
established in 1991 to promote and defend freedom of
information and privacy rights in Canada.

PHOTO UNDER CC LICENSE
LICENSE BY FLICKR: JASLEEN_KAUR

Our goal is to empower citizens by increasing their access
to information and their control over their own personal
information. We serve a wide variety of individuals and
organizations through programs of public education, public
assistance, research and law reform.

We are one of very few public interest groups in Canada devoted solely to the advancement of freedom of
information and privacy rights.
We seek to empower citizens by
increasing their right of access to
government-held information.

Join us!

We seek to empower citizens by
promoting and defending the
principle of universal and
affordable access to the basic
information channels of our time.

Contact FIPA for more information on becoming a member.

We seek to empower citizens by
limiting the surveillance activities of
the state, and by increasing our
right of access to our own personal
information and our ability to
control the collection, use and
sharing of our personal information,
wherever it is stored.
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OIPC TO B.C. GOVERNMENT:

YES, YOU CAN POST THOSE
EMBARRASSING REPORTS ONLINE
In the April issue of The Bulletin, we described
our complaint about the B.C. Government’s odd
excuse for failing to post two embarrassing
reports online: they claimed that they were
simply complying with the Freedom of
Information and Protection of Privacy Act
(FIPPA).
In response to our complaint, the Office of the
B.C. Information and Privacy Commissioner
(OIPC) has now confirmed and clarified that
FIPPA would not be an impediment – the
choice of whether to post rests with government
ministers.
The reports in question deal with the mysterious
Ministry of Health data breach firings (the
McNeil report) and with excessive executive
payments at Kwantlen University (the Mingay
Report). Both reflect unfavourably on the
government and senior officials.
In order to avoid posting the reports, the
government had claimed that FIPPA’s section
33.2 prevented them from posting the reports—
which contained personal information, and
might run counter to the “reputational interests”
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of public servants or public figures—online,
where they would be “accessible” outside
Canada.
But now, the OIPC has made it clear: minsters
have the power to order such reports to be
published on the web, notwithstanding the
domestic data storage provisions of the Act. The
intention of section 33.2 is not to keep
government from being held accountable.
In a news release, FIPA Executive Director
Vincent Gogolek stated, “We’re pleased that the
Commissioner has undercut the government’s
attempt to stretch the Act’s provisions to suit
their own PR purposes. If the government
doesn’t post these and similar reports, it is
because they don’t want them to circulate, not
because of any legal prohibition.”
The OIPC has recommended that the Special
Legislative Committee currently reviewing
FIPPA be made aware of the problematic
wording that allowed the B.C. Government to
make this claim in the first place. We at FIPA
couldn’t agree more and we will definitely being
bringing this to the Committee’s attention when
we appear this fall.
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HACKED:

REAL-LIFE STORIES OF
CONNECTED CARS GONE BAD

Our groundbreaking report, The Connected Car:
Who is in the Driver’s Seat?,released for the Office
of the Privacy Commissioner in March of this year,
warned that data culled from these new, smarter
vehicles could be misused by identity thieves,
voyeurs, stalkers and others with malicious intent.

Miller warns: “If consumers don’t realize this is an
issue, they should, and they should start
complaining to carmakers. This might be the kind of
software bug most likely to kill someone.”

Opportunities to hack or monitor Connected Cars
will continue to grow, unless we push for standards
The report concludes that we need to get serious
to protect our data. It is becoming all the more
about setting auto industry privacy and data security
common for cars to include functions like navigation,
standards – and that now is the time to do it.
vehicle health diagnostics, and behavioral
monitoring of drivers, in addition in
It didn’t take long for the first major remote Connected Cars
customized on-board news, social, and
car hack to take place and highlight the
create huge
entertainment features.
need to act quickly. In July of this year,
new databases
Wired featured an article that described
“The same technologies that create this
of personal data
hackers demonstrating extremely fine-tuned
data also create new security risks,” states
remote control over a now-recalled (in the
the Connected Car report. “Besides exposing
U.S.) Jeep Cherokee.
vehicle operations to malicious hacking through new
wireless entry points, they are creating huge new
The Jeep hackers—who were, luckily, working with
databases of personal data that is vulnerable not
the public interest in mind—were able not only to
only to unauthorized access but also to unexpected
adjust radios, kill engines, and abruptly engage or
use by governments, law enforcement agencies,
disable brakes; they were also able to surveil
insurers, and others seeking to identify, monitor, or
vehicles. They were able to track these Connected
take action against individual drivers or car owners.”
Cars’ GPS coordinates, measure their speed, and
even trace their routes through a mapping
If you’re considering purchasing or driving a
application.
Connected Car in the near future, be sure to check
out our report, and to look out for some of the new
As Wired put it, “Automakers need to be held
tools for consumers that we hope to release in the
accountable for their vehicles’ digital security.” As
next few months.
quoted in their article, Connected Car hacker Charlie

NEWS FROM OUR ANNUAL GENERAL MEETING
Thank you to all of those who
attended our Annual General
Meeting, which took place May
13th at the Vancouver Public
Library.
This year’s guest speaker was
B.C. Civil Liberties Association
Senior Counsel Carmen Cheung,
who had testified at the Standing

Committee on Public Safety and
National Security on Bill C-51.
She shared her thoughts and
observations
on
the
Bill,
especially its major negative
effect on privacy rights.
At the AGM we also presented
two of our long-time, now-retired
board
members—Richard

Rosenberg, our former president,
and Tom Crean, our former
treasurer—with
lifetime
memberships, along with our
founding ED Darrell Evans. We
can’t thank them enough for their
decades of hard work advancing
freedom of information and
privacy as part of FIPA.
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FIPA BOARD NEWS
FIPA is pleased to announce that
Dr. Michael Markwick has
become our newest President.
Michael is a Professor of
Communications at Capilano
University, and brings twenty
years of experience in teaching,
community engagement, and
advocacy—including work in the
senior management group of the

Ontario
Human
Rights
Commission—to his new role.
His research examines the
impact of the "war on terror" on
the norms of a free and
democratic society.
We also welcome Richard
Rawnsley as FIPA’s new
Treasurer. Richard is a CPA and
has held financial roles with a

THE TPP’S THREAT TO
B.C.’S PRIVACY

large public accounting firm and
in the private sector.
Long-time FIPA associate (and
author of Access in the
Academy) Mike Larsen, who has
a great deal of FOI experience
and study, is also joining the
board. He is also a Criminology
Professor at Kwantlen University.

prioritizing the “rights” of companies to freely move
data across borders, and pushing to eliminate
national laws that require sensitive personal data to
be stored within national borders.
The privacy laws of B.C. and Nova Scotia in
particular have been identified as “foreign trade
barriers” in a 2015 United States Trade
Representative (USTR) report:
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What does B.C.’s Freedom of Information and
Protection of Privacy Act (FIPPA) have to do
with international trade? One would expect that
domestic laws that protect our information rights
would have little to do with economic agreements,
but deals like the Trans-Pacific Partnership (TPP)
are changing that.
The TPP—a multinational trade agreement between
the U.S., Canada and ten other countries—has
been negotiated largely in secret, but leaked texts
have given the pro-privacy public cause for
concern.
In TPP negotiations, the U.S. has prioritized the
advancement of “digital free trade” – that is, the free
movement of digital goods like software and digital
media. The U.S. government has made a point of

“These laws prevent public bodies such as primary
and secondary schools, universities, hospitals,
government-owned utilities, and public agencies
from using U.S. services when personal information
could be accessed from or stored in the United
States,” it says.
In February of last year, FIPA obtained internal
USTR documents through the American Freedom
of Information Act, which showed that major U.S.
companies have been in touch with the USTR’s
office about our domestic data storage
requirements.
It wouldn’t be the first time for the USTR, after all.
The U.S.-Korea Free Trade Agreement included ecommerce provisions that pushed South Korea to
eliminate its laws requiring financial data to be
stored within the country.
Scott Sinclair—the director of the Canadian Centre
for Policy Alternatives’ Trade and Investment
Research Project—recently wrote an article in
which he inferred that the Canadian government is
likely to agree to the TPP’s problematic override of
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local laws. He cites the government’s stated support
of the draft e-commerce chapter of another
controversial negotiation called the Trade in
Services Agreement (TISA), which states that “no
Party may prevent a service supplier of another
Party from transferring, accessing, processing or
storing information, including personal information,
within or outside the Party's territory”.
Further, Prime Minister Stephen Harper has stated
that it is “essential” for Canada to be part of the TPP,

even if that involves “difficult choices”.
So where are we now? The TPP negotiations have
been very secretive, and the threat to Canadian
privacy law has been underreported. Negotiating
countries failed to reach an agreement at the most
recent meeting in Maui, but the election-time
guidelines of Canada’s Privy Council Office gives
officials permission to continue negotiations in the
lead-up to the vote on October 19th.
FIPA will continue to monitor the situation.

WANT TO DO MORE?
There are three main
ways you can support
FIPA: by becoming a
member, by donating,
or by becoming a
volunteer!

As a non-profit
organization, we really
rely on the generosity of
our supporters to allow
us to keep doing this
important work.

THANK YOU!
To become a member,
donate, or volunteer,
visit us online at
www.fipa.bc.ca, send us
an email at
fipa@fipa.bc.ca or call
us at 604-739-9788.

www.fipa.bc.ca

FIPA would like to thank
you, our members,
donors and funders for
your generous support in
making our work—and
this bulletin—possible.

