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LifeLabs breach highlights data 

protection crisis in Canada 

LifeLabs announced a data breach that affects 15 million 

Canadians. The breach, which primarily impacts clients 

in BC and Ontario, includes highly sensitive personal in-

formation, like medical diagnostic test results and genetic 

information.  

The information was breached on October 28, 2019. Life-

Labs has paid an unreported sum to cybercriminals for 

the return of the data, but it is unknown if copies of the 

data were made by cybercriminals. LifeLabs is offering 

one year of cyber protection monitoring… [MORE] 
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https://customernotice.lifelabs.com/
https://fipa.bc.ca/lifelabs-breach-highlights-data-protection-crisis-in-canada/
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On the Blog: 
Increasing the powers of the Privacy 

Commissioner of Canada 

 

Back in November, we hosted 

two workshops where we in-

vited students, parents, 

teachers, and concerned 

members of the public to join 

us in exploring the privacy im-

plications of Learning Man-

agement Systems (LMS) in 

BC’s K-12 education system.  

 

Both sessions had good rep-

resentation from parents, 

teachers, and administrators, 

many of who wore multiple 

hats. There was a general 

concern surrounding the lack 

of privacy and FIPPA training 

for teachers and managers. It 

quickly became apparent that 

educators and parents want 

to talk about privacy and tech-

nology, especially when it 

comes to their role in class-

room learning.  

 

We’ll be releasing our finding 

in Spring 2020. Stay tuned! 

This is the first in our series on the privacy promises 

we can expect from a Liberal minority government.  

1. Meaningful Consent 

One of the commitments to increase the powers of the 
Privacy Commissioner of Canada concerns their ability to 
determine what type of consent needs to be generated 
with individuals when personal information is being col-
lected by organizations. 

While the Personal Information Protection and Electronic 

Documents Act (PIPEDA) already requires organizations 

to notify individuals of the purposes of the collection, use, 

or disclosure of personal information, further clarifications 

are necessary in order to determine what constitutes 

meaningful consent.  

Click here to read the full post. 

Update on our 

e-learning, 

smart devices 

& privacy  

project  

https://fipa.bc.ca/federal-election-2019-results-what-does-a-liberal-minority-government-mean-for-ati-and-privacy/
https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gl_omc_201805/
https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gl_omc_201805/
https://fipa.bc.ca/increase-the-powers-of-the-privacy-commissioner-of-canada/
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2019 Update to Fallen Behind: Canada’s Access to 

Information Act in the World Context 

Early next year, we’ll be releasing an update to Stanley Tromp’s 2008 
book. Below is an overview of the update by the author.  

Canada’s Access to Information Act of 1982 is an essential law that allows citi-
zens and the media to obtain government records on many vital topics, such 
as health and safety, crime, public finance and the environment. Yet today it 
could be equated to a rusted manual typewriter in the iPhone-Twitter age. In 
2008, I wrote a book called Fallen Behind , which compared all the world’s 
freedom of information laws to reveal that our ATI Act had lagged far behind 
global FOI standards in their level of openness. 

Over the past decade, more than 50 nations have passed FOI laws for a total 
of 128, and such access has come to be recognized by courts as a “human 
right.” In the authoritative Global Right to Information Rating system of the 
world’s laws, Afghanistan ranks number 1, while Canada – which ironically 
has so worked hard to transform that nation from a theocratic dictatorship into 
a modern democracy – ranks 58th. (The top ten list includes Serbia, Sri 
Lanka, Slovenia, Albania, India, Croatia, and Liberia.) 

The problem has grown so much worse that, indeed, the second edition of this 
book – to be released later this year – could well be entitled Fallen Further Be-
hind. 

In the 2015 election campaign, Liberal leader Justin Trudeau made several 
FOI reform promises, and after he won, actually kept a few of them. In Ottawa 
this year, Bill C-58 was passed, which grants the Information Commissioner 
the power to order government to release records against its will. 

Even this new power has received very mixed reviews, mostly negative. The 
Commissioner has objected that the Bill is in fact a “regression” of existing 
FOI rights, and the new power is not “a true order-making model” due to five 
serious failings with it, features that are mostly absent in the rest of the FOI 
world. 

The Liberal party broke its pledge to have the prime minister’s and ministers’ 
offices covered under the ATIA, instead prescribing only some proactive re-
lease of some self-selected records, which is a form of faux transparency. 

… [MORE] 

https://fipa.bc.ca/which-party-will-deliver-most-transparent-government/
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Our statement on OIPC BC / OPC Investigation 

Report into AggregateIQ 

Privacy violations highlight the need for law reform 

The Office of the Privacy Commissioner of B.C. (OIPC BC) and the Office of the 
Privacy Commissioner of Canada (OPC) have released a joint investigation report 
that found a B.C. company violated B.C.’s provincial and Canada’s federal privacy 
laws. 

While conducting business on high-profile campaigns in the U.K., the U.S., and in 

Canada, the report states that AggregateIQ did not comply with the consent provi-

sions in B.C.’s Personal Information Protection Act (PIPA) and Canada’s Personal 

Information Protection and Electronic Documents Act (PIPEDA), and did not em-

ploy reasonable security safeguards. 

[Read the full statement] 

 

https://www.oipc.bc.ca/investigation-reports/2363
https://fipa.bc.ca/statement-on-investigation-report-into-aggregateiq/
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Support Information and Privacy Rights in BC! 

This summer we teamed up with the BC Civil Liberties Associ-

ation and created a petition to encourage the British Columbia 

government to keep their campaign promise of reforming the 

Freedom of Information and Protection of Privacy Act.  

This act is as important today as it was when it was created in 

the early 1990s. It creates a legal framework that regulates 

how public bodies treat personal information and assigns infor-

mation and privacy rights to British Columbians.  

But in the nearly 30 years since the Act was passed, a lot has 

changed while the Act has stayed largely the same. Just think, 

the new technology at the time was the fax machine. The inter-

net and our connected world has changed the way information 

is created, stored, used, and accessed. And our laws need to 

change as well.  

If you’re interested in learning more about the Act, and our role 

in getting the legislation passed, check out our podcast.  

But the most important thing that you can do, is to add your 

name to our petition and voice your support for privacy and in-

formation rights for British Columbians! 

Get  

Involved! 
 

There are three main 

ways you can support 

FIPA: by becoming a 

member, by donating,  

or by becoming a  

volunteer! 

 

As a non-profit  

organization, we rely on 

the generosity of our 

supporters to allow us  

to keep doing this  

important work.  

 

To become a member, 

donate, or volunteer, 

you can: 

 

Visit us online at:  

fipa.bc.ca 

 

Tweet us!  

@bcfipa 

 

Give us a call at  

604 739 9788 

 

Or send us an email at 

fipa@fipa.bc.ca 

https://act.newmode.net/action/bc-civil-liberties-association/time-information-rights-reform-here-we-are-asking-bc/?source=1
https://fipa.bc.ca/podcast/
https://act.newmode.net/action/bc-civil-liberties-association/time-information-rights-reform-here-we-are-asking-bc/?source=1
https://act.newmode.net/action/bc-civil-liberties-association/time-information-rights-reform-here-we-are-asking-bc/?source=1
https://fipa.bc.ca/a-step-towards-accountability/
https://twitter.com/bcfipa
mailto:fipa@fipa.bc.ca
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Join us! 

..increasing their right of access to 

government-held information.  

 

 

..promoting and defending the 

principle of universal and  

affordable access to the basic 

information channels of our time. 

 

 

 

..limiting the surveillance activities of 

the state, and by increasing our right 

of access to our own personal 

information and our ability to 

control the collection, use and 

sharing of our personal information, 

wherever it is stored. 
Contact FIPA for more information on becoming a member. 

We seek to empower citizens by... 

We offer Freedom of Information workshops to anyone  

looking to learn basic and practical skills needed to start  

tackling their own FOI projects. 

Workshops are entirely FREE and can be focused on  

the foundational knowledge of FOI through our 101  

workshops, or the more advanced intricacies found in  

our 201 version. 

Send us a message at fipa@fipa.bc.ca for more details. 

BOOK YOUR 

FREEDOM 

OF 

INFORMATION 

WORKSHOP 

NOW! 


