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Territorial Acknowledgement

FIPA acknowledges with respect the Indigenous Peoples on whose traditional territory
we conduct activities. We acknowledge the insight and knowledge of Elders past,
present, and emergent and their relationship to this land and these issues. While
striving to increase privacy protection and access to information for everyone, we
recognize that colonization and associated attitudes, policies, and institutions have
significantly changed Indigenous Peoples’ relationship with this land. For many years,
those same things served to exclude Indigenous Peoples from the privacy protection
and access to information afforded to others. FIPA is committed to redressing those
historic and continued barriers.

About FIPA

The BC Freedom of Information and Privacy Association (FIPA) is a non-partisan, non-
profit society that was established in 1991 to promote and defend freedom of
information and privacy rights in Canada. While we are based in BC, our membership
extends across Canada, and we regularly partner with organizations throughout the
country.

Our goal is to empower citizens by increasing their access to information and their
control over their own personal information. We serve a wide variety of individuals and
organizations through programs of public education, public assistance, research, and
law reform. We are one of very few public interest groups in Canada devoted solely to
the advancement of freedom of information and privacy rights.

Institutional Funders

The BC Freedom of Information and Privacy Association thanks the Law Foundation of

BC, the Province of British Columbia (Gaming Policy and Enforcement Branch), the BC

General Employees Union (BCGEU), and all our contributors including donors, funders,
and volunteers for their ongoing support of our advocacy, programs, projects, and

activities.
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Executive Summary

The Commission’s work so far has identified the need to better understand
the Canadian Government’s capacity to counter foreign interference. The
Commission’s mandate includes studying the capacity of Canada’s
institutions “to detect, deter and counter any form of foreign interference”

into Canadian democracy.

FIPA understands personal information to be a particularly valuable
resource for foreign interference. Personal information is a frequent target
of cyberattacks and it is used by foreign actors to target social media mis-
dis- and malinformation (MDM) campaigns. These campaigns may

undermine Canadians’ confidence in our electoral processes.

As we learned in the 2019 and 2021 elections, foreign actors have targeted
political parties and candidates as vectors of interference. They are also
targets for the personal information under their control. Those incidents are
well-summarized in the Commissioner’s own Initial Report.! Government
agencies recognize the threat that parties and candidates may be targeted

for cyberattacks.

The combination of these threats points to a concerning gap in privacy
protections. At a national level, Canadian law excludes federal political
parties (FPPs) and candidates from the privacy obligations and
independent oversight that apply to corporations and public bodies. FPPs
are not subject to minimum standards in how they can collect, use, or share
personal information. They are subject to no appropriate independent non-
partisan oversight in their privacy practices. Given that most Members of

Parliament (MPs) are elected with the support of FPPs, Parliament has little

1 Canada, Public Inquiry into Foreign Interference in Federal Electoral Processes and
Democratic Institutions, Initial Report, (3 May 2024) online:
<https://foreigninterferencecommission.ca/fileadmin/user_upload/Foreign_Interference_C
ommission_-_Initial_Report_ May 2024_ - Digital.pdf>
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incentive to pass laws to close the gap. MPs benefit from the vulnerability

Parliament has created.

This gap creates an enticing vector for interference that the Canadian
Centre for Cyber Security has warned foreign actors may seek to exploit.2
Parliament is rightly concerned that foreign interference will fuel Canadians’
mistrust of our democratic institutions. Some of that mistrust stems from a
lack of transparency. The privacy sector and research institutions have
recognized that unnecessary secrecy breeds mistrust, and ongoing, robust

transparency is an antidote to this.

FIPA hopes this submission will provide the Commission with the
background necessary to understand both the risks created by the gap in
privacy law and the necessity of closing that gap. Parliament can address
this challenge in a fundamental way by considering and reforming

legislation to apply federal privacy laws to the FPPs.

2 Canadian Centre for Cyber Security, Cyber threats to elections (2023) online:
<cyber.gc.ca/en/guidance/cyber-threats-elections>.
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Introduction

British Columbia Freedom of Information and Privacy Association (FIPA)
welcomes the opportunity to provide input to the Public Inquiry into
Foreign Interference in Federal Electoral Processes and Democratic
Institutions. FIPA advocates for the protection of privacy and access to
information. We have spoken out at numerous times about the current risks

facing democratic institutions.

FIPA has a unigue research and advocacy position in Canada. We routinely
consider privacy and access legislation at both the provincial and federal
levels across Canada. Additionally, we consider its intersection with

corresponding elections acts.

As part of its defence of privacy and access rights, FIPA monitors how
election law protects personal information across Canadian jurisdictions
while maintaining the transparency to enable trust in democratic processes.
Our analysis is guided by the recognition of transparency as an essential

factor for democracy and the recognition of privacy as a human right.

From this we have identified the important roles that privacy and personal
information play in democratic processes. There are clear intersections
between the misuse of personal information, the spread of MDM, and the

problem of foreign interference in democratic processes.

Based on this, we recognize that FPPs are both subject to foreign

interference and inadvertently fueling its capabilities.

The following submission addresses our concerns and is intended to
support the Commission’s assessment of the Government of Canada’s
capacity to effectively respond to foreign interference in our democratic

institutions.

Im R 2024 Foreign Interference Commission |
: Submission Page|60of15
Your nghts .-I 6000 Law Reform Legal Research



Concerns

Issue 1

Personal information is a high value resource enabling foreign
interference.

Background

Personal information is a resource that fuels foreign interference. It is the
analysis of personal data and processed information that creates the
knowledge enabling foreign actors to interfere in Canadian democratic

institutions.

An important subset of personal information is sensitive personal
information. Sensitive personal information is largely undefined in a
Canadian legal context, although the Office of the Privacy Commissioner of
Canada has provided guidance.® There are other regimes that distinguish
sensitive personal information within legislation, such as the European
Union’'s General Data Protection Regulation (GDPR).# In both the Canadian
guidance and European example, political information is seen as some of

the most sensitive, requiring the highest level of protection.

The CSIS report Foreign Interference Threats to Canada’s Democratic
Process identifies cyberattacks as a tactic of foreign actors, intended to
“collect potentially useful information (e.g., voter data, compromising
information about a candidate).”® This year alone, both Global Affairs

Canada (GAC) and the Province of British Columbia have fallen victim to

3 Office of the Privacy Commissioner of Canada, Interpretation Bulletin: Sensitive
Information (2022) online: <priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-
personal-information-protection-and-electronic-documents-act-pipeda/pipeda-
compliance-help/pipeda-interpretation-bulletins/interpretations_10_sensible/>.

4 Intersoft Consulting, “GDPR Personal Data”, online: <gdpr-info.eu/issues/personal-
data/#:~:text=These%20data%20include%20genetic%2C%20biometric,convictions%200r%
20trade%20union%20membership. >

5 Canadian Security Intelligence Service, Foreign Interference Threats to Canada’s
Democratic Process (2021) at 9 online: <canada.ca/content/dam/csis-
scrs/documents/publications/2021/foreign-interference-threats-to-canada%27s-
democratic-process.pdf> [CSIS Report]
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cyberattacks on systems with highly sensitive information.6 The GAC attack
is known to have included personal information, and the BC public service

has said its attack was at the direction of a foreign state.”

When foreign actors gain access to Canadians’ personal information, they
may use it to undermine democratic institutions. Russia, under the
leadership of former KGB officer Vladimir Putin, has continued Soviet-era
disinformation strategies to interfere with elections in rival nations.8 The
Internet Research Agency, a Russian “troll factory” with ties to Putin, has
used social media disinformation campaigns to attack Canada and its
global interest.? The Canadian Global Affairs Institute warns that these
“hybrid warfare” tactics are “persistent, growing and endange[r] the very

fabric of our society and democracy.”°

Parliament recognizes the role of regulation in protecting personal
information. It has passed laws setting minimum data security standards for
the public and private sector; however, Parliament has been slow to adapt
to a rapidly evolving technology sector. Canadian privacy law is woefully
out of date with multiple gaps. These gaps benefit those with a vested

interest in maintaining the unfettered ability to access and manipulate the

& Akshay Kulkarni, “State actor blamed for cyberattack on B.C. government systems”, CBC
News (10 May 2024), online: <cbc.ca/news/canada/british-columbia/bc-government-
cyberattack-state-actor-1.7200735>;

Mark Ramzy, “Who hacked into Global Affairs Canada? Here’s what we know and don’t
know”, Toronto Star (31 January 2024), online: <thestar.com/politics/federal/who-hacked-
into-global-affairs-canada-heres-what-we-know-and-dont-know/article_4d60722¢c-c053-
Nee-936¢-Obb76dd27adc.html>.

7 ibid.

8 Marcus Kolga, “Confusion, Destabilization and Chaos: Russia’s Hybrid Warfare against
Canada and its Allies” (October 2021), online:
<cgai.ca/confusion_destabilization_and_chaos_russias_hybrid_warfare against_canada_a
nd_its_allies>.

9 “Canada mentioned over 300 times in deleted Russian GRU and IRA Twitter posts” (25
February 2021), online: <disinfowatch.org/canada-mentioned-over-300-times-in-deleted-
russian-gru-and-ira-twitter-posts/>.

10 Kolga
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personal information of Canadians, including multiple domestic and foreign

actors.

Issue 2

FPPs are a high value target of foreign interference and for the personal
information under their control.

Background
Every level of a political party apparatus, from the candidates to elected

officials and staff, is involved in the creation and use of repositories of
sensitive personal information about the electorate. The democratic
process in Canada necessitates the political apparatus having access to and
appending information to the individual. The individual in the modern
political database includes political members and non-members as well as a
list of voters that extends across an electoral district, and broader

geography and donor base of immense size.

Few organizations have information repositories of the same size and
accuracy. Those that do, in either the private or public sector, are expected
to comply with relevant legal frameworks and provide reasonable
safeguards for the personal information they have under their control. In
some jurisdictions, like BC, this can include defined elements of a privacy
management program." More broadly this includes appropriate levels of
documentation and transparency with independent oversight, including
capacities for complaint, investigation, review, and audit. The growing body
of evidence supports the need for these requirements, including the need
for penalties. Research reveals that without the legal imperative to create

these procedures, organizations will consistently fail to protect the personal

" British Columbia, FOIPPA Policy and Procedures Manual Section 36.2 Privacy
management programs. (10 February 2023) online:
<https:/www?2.gov.bc.ca/gov/content/governments/services-for-government/policies-
procedures/foippa-manual/privacy-management-programs>
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information under their control.'? This is increasingly important in the
information sector as data breaches are identified to be a matter of “when”

not “if.”13

Political parties are a target for both influence and for the personal
information under their control. CSIS states in its report that “elected and
public officials across all levels of government” are targets of foreign
interference.”* Foreign actors “cultivate [...] relationship[s] with electoral
candidates or their staff in order to covertly obtain information to be used
later to their advantage.”’® CSIS identifies cyberattacks as a tactic of foreign
actors, intended to “collect potentially useful information (e.g., voter data,

compromising information about a candidate).”'®

In particular, China has reportedly backed candidates in Canadian elections,

and “sought to place operatives within the offices of serving MPs.”"

The Canadian Centre for Cyber Security monitors online threats to

Canadian democracy and has produced security guides for political
candidates.”® It warns that anyone “involved in politics—as a political
candidate, staffer, or volunteer—T[is] a target.”'? It specifically names

“steal[ing] personal information or financial details” as a goal of online

2 United Kingdom, Information Commissioner’s Office, Review of the impact of ICO Civil
Monetary Penalties (23 July 2014) online (pdf): <https://ico.org.uk/media/1042346/review-
of-the-impact-of-ico-civil-monetary-penalties.pdf>

¥ Mallory Hendry, “Data breaches know no bounds”, Canadian Lawyer (8 January 2018)
online: https:/www.canadianlawyermag.com/practice-areas/privacy-and-data/data-
breaches-know-no-bounds/274792;

Deloitte, Taking a customer-centric approach to a data breach: Insights from crisis
response. Online: <https://www2.deloitte.com/ca/en/pages/risk/articles/insights-from-
crisis-response.html|>

4 CSIS Report at 9

5 jbid.

® CSIS at 12

7 Jim Bronskill, “Elections Canada floats suggestions to shield homination contests from
meddling”, The Canadian Press (19 July 2024), online: <ctvnews.ca/politics/elections-
canada-floats-suggestions-to-shield-nomination-contests-from-meddling-1.6969921>.

8 Canadian Centre for Cyber Security, Cyber security advice for political candidates (2023)
online: <cyber.gc.ca/en/guidance/cyber-security-advice-political-candidates>.

9 ibid.
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attacks.29 Despite the knowledge of that threat, the advice in the guide is
merely defensive with recommendations to use good information security
practices.?! Political candidates must rely on individual responsibility to

protect their data from breach.

Despite being an identified high value target for cyberattacks, to gain
access to the personal information of Canadians, federal political parties
claim there is neither a need for privacy law to apply nor independent

oversight on the information under their control.

Reforming privacy law to allow appropriate independent non-partisan
oversight of political parties’ privacy practices would give political
candidates and voters greater confidence that Canada’s privacy regime is

protecting the integrity of our electoral systems.

Issue 3

The identified gap: High value targets and information have the lowest
privacy protections.

Background
Because the FPPs and candidates are largely excluded from and resistant
to application of privacy law, the personal information they collect, use, and

share is less protected.

The Canada Elections Act states that FPPs are only subject to their own
internal privacy policies and are not subject to verification to ensure
adequate procedure in carrying them out. The Personal Information
Protection and Electronic Documents Act (PIPEDA) does not apply to
Federal political parties.?2 This means neither the Chief Electoral Officer nor
the Privacy Commissioner of Canada have the authority to exercise

independent non-partisan oversight. At a Federal level Canadians are

20 ipid.

2 ibid.

22 Office of the Privacy commissioner of Canada, PIPEDA requirements in brief. (1 May
2024) online: <https:/www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-
personal-information-protection-and-electronic-documents-act-pipeda/pipeda_brief/>
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expected to trust that the FPPs are effective stewards of any personal

information they hold.

The FPPs defend this lax privacy regime vigorously, despite public legal
action. The courts have ruled that in those provinces where substantively
similar Provincial laws are recognized and supersede PIPEDA and they
include application to political parties, the FPPs must comply with
provincial law.2® The Liberal, Conservative, and New Democratic Parties of
Canada have joined forces to fight court rulings to that effect in BC. While
shielding FPPs from privacy obligations, Parliament has created a

vulnerability in Canada’s defence against foreign interference.

Current law allows the FPPs to use personal data and online platforms in
ways that could be illegal or, at minimum, require more due diligence for
either private or public bodies. For example, even as TikTok is banned from
government devices due to security concerns,?4 political parties have
embraced it.2°> The FPPs are not even obligated to conduct privacy impact
assessments to evaluate the privacy risk of using TikTok for voter

identification, persuasion, and mobilization.

The Chief Electoral Officer has called the adequacy of privacy protections
into question and has recently recommended rules for party nomination
processes.2® Taken together, the gaps in privacy and the nomination
process leave Canadian democracy open to manipulation and the erosion

of trust.

23 | jberal Party of Canada v. The Complainants, 2024 BCSC 814, online:
<https://canlii.ca/t/k4lk3>>

24 Treasury Board of Canada Secretariat, Statement by Minister Fortier announcing a ban
on the use of TikTok on government mobile devices (2023) online:
<canada.ca/en/treasury-board-secretariat/news/2023/02/statement-by-minister-fortier-
announcing-a-ban-on-the-use-of-tiktok-on-government-mobile-devices.html>.

25 Mickey Djuric, "Federal Liberals still using TikTok to deliver their message as app faces
possible U.S. ban”, The Canadian Press (24 April 2024), online:
<nationalpost.com/news/liberals-using-tiktok-as-us-considers-ban>.

26 Bronskill
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The erosion of trust in democratic systems is a part of the threat of foreign
interference. The World Economic Forum warns that ‘[t]The scourge of
disinformation has fueled mistrust.”?’ According to the 2024 Edelman Trust
Barometer, 60% of Canadians believe “government leaders are trying to

mislead people[.]”28

This distrust is partly the result of MDM campaigns muddying the waters of
public opinion, but it builds on existing sentiment. When the parties these
government leaders represent benefit from lax privacy law and are arguing
in court that they do not need to be regulated by privacy law it creates the
appearance of a conflict of interest and justifies mistrust. In response,
Parliament must ensure existing privacy oversight regimes apply to the

FPPs.

The FPPs assure Canadians that their policies are adequate to protect
personal data. The Liberal Party privacy policy claims they use “up-to-date
security safeguards”, and the NDP claims their “policy is in strict

compliance with Canadian privacy principles.”2°

Their assurances fall flat given their inherent conflict of interest and
contrast to privacy principles. For example, Privacy by Design principles of
Visibility and Transparency require that “privacy standards [must be] open,
transparent and subject to independent verification.”3° Privacy practices

that are not subject to verification cannot be best practice.

27 Yo Honma, How businesses can help to build trust in today’s polarized world, World
Economic Forum (8 January 2024), online:
<https:/www.weforum.org/agenda/2024/01/businesses-build-trust/>

28 Edelman, “Edelman Trust Barometer 2022 Canada Report” online:
<https:/www.edelman.ca/sites/a/files/aatuss376/files/2024-
03/2024%20Edelman%20Trust%20Barometer_Canada%20Report EN_O.pdf>

29 Liberal Party of Canada, “Privacy Policy”, online: <liberal.ca/privacy/>;

New Democratic Party of Canada, “Privacy Policy”, online: <ndp.ca/privacy>.

30 Information and Privacy Commissioner of Ontario, Privacy by Design, (January 2018),
online: <https:/ipc.on.ca/sites/default/files/legacy/2018/01/pbd-1.pdf>
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When foreign actors use MDM to undermine democracy, Parliament should
embrace pro-democracy solutions that defend against that interference.
The 2022 Edelman Trust Barometer points to an antidote, concluding that
“information quality [is] now [the] most powerful trust builder” and that
“[e]very institution must provide trustworthy information.”3! In an online
opinion piece, the International Association of Privacy Professionals exhorts
businesses to “realize that building trust with consumers is an essential
tenet for their success, and respecting individual privacy is a crucial
component of trust.”3? If Parliament seeks to rebuild trust with the public it

would do well to heed that advice.

31 Edelman, “Edelman Trust Barometer 2022”, online (pdf):
<edelman.com/sites/g/files/aatuss191/files/2022-
01/2022%20Edelman%20Trust%20Barometer%20FINAL_Jan25.pdf>.

32 Daniel Nieters et al, “Privacy: An organization’s responsibility for building trustworthy
systems” (23 August 2022), online: <iapp.org/news/a/privacy-an-organizations-
responsibility-for-building-trustworthy-systems>.
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Conclusion

FIPA has long advocated for strong privacy laws to protect Canadians’
personal information from misuse. The value of that personal information
for foreign interference makes privacy protection a powerful tool to defend
our institutions. Any information foreign actors cannot improperly access is

information they cannot use for MDM influence campaigns.

Lack of independent privacy oversight means the FPPs are a prime target
for foreign actors seeking access to Canadians’ personal information. If
successful, our global adversaries can use that data to fuel further MDM
campaigns by targeting voters with highly personalized messaging in
federal elections. Foreign interference of this type erodes Canadians’

confidence in democratic institutions.

Parliament must embrace transparency as an antidote. When FPPs avoid
obligations to be transparent in their privacy practices, there is room for
doubt and conspiracy to grow. Including the FPPs in federal privacy law
would open their practices to verification and independent oversight,

which counters the effects of foreign interference.

FIPA is proud to submit this information to the Committee and is thankful
for the opportunity to do so. We hope that the background and context for
the issues presented in this document will support the Committee’s work
and help clarify the impact of foreign interference on federal elections and

democratic institutions.
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